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1.0
SCOPE AND BACKGROUND

1.1  Contractor shall provide acquisition security support to the MILSATCOM Joint Program Office (JPO) through technical assistance; cost and technical benefits analysis planning; assessment, development, implementation, management and definition of advanced security concept/upgrades in concert with DoD directive 3500.2 and Air Force Space Command (AFSPC) Mission Area Plans.  Contractor shall support acquisition security policies in protection planning, system security/protection engineering, technology protection, information systems management, information assurance, program operations, and certification and accreditation (C&A) for all MILSATCOM JPO organizations, in particular MILSTAR, Defense Satellite Communications System (DSCS), Advanced EHF (AEHF),  Wideband Gapfiller System (WGS) and MISCS (CCS-C)  programs.  Contractor shall assist the MILSATCOM JPO in determining applicability of all inter-related security countermeasures for protecting information technologies and systems, using traditional security disciplines of physical, personnel, information, communications, product, and Information Systems (IS) security.  Contractor shall assist the MILSATCOM JPO with identifying application of security technologies with “best value”.  The MILSATCOM JPO requires the capability to perform a wide range of protection and system security tasks within the scope of individual MILSATCOM programs, including support for the Physical Configuration Audit of Mission Control Software, software systems integration and concept development, Software System Security Engineering (SSSE), and software quality assurance.

1.2  MILSATCOM programs provide new generation communications systems to meet projected wartime operational requirements.  Program objectives are to develop and deploy systems that meet strategic and tactical communications needs.  Principle components include the mission control segment, satellite and payload segments, and terminal segments of MILSATCOM programs.  These encompass multiple military satellite communications systems which have Department of Defense (DoD) collateral and SAR communications and relay systems.  The MILSATCOM Joint Program Office (JPO) requires the capability to perform a wide range of tasks to assure MILSATCOM systems’ protection efforts remain in balance within the scope of the individual MILSATCOM programs.  The objectives are to develop integrated MILSATCOM JPO protection planning and policies, and to provide Command, Control and Communications (C3) support to air, sea, and ground forces.  The MILSATCOM JPO is responsible for conducting risk assessments, development of security countermeasures and system acquisition security and protection planning.  The MILSATCOM JPO is also responsible for secure integration of the MILSATCOM satellites/boosters, management of payload logistics, satellite systems test, launch rehearsals, launch control and on-orbit operations until turnover of each satellite/system to USAF Space Command.

2.0
REFERENCE DOCUMENTS


2.1  DoD



2.1.1
DoD Space Systems Protect Guide (DSSP), April 2000



2.1.2
DODD 5200.40, DOD Information Technology Security Certification and Accreditation, 30 December 1997



2.1.3
DOD 5000.1&2-R, Mandatory Procedures for Major Defense Acquisition Programs (MDAPs) and Major Automated Information Systems (MAIS) Acquisition Programs



2.1.4
DOD 5200.1-R  DOD Information Security Program, 17 Jan 97



2.1.5
DOD 5200.1-M, Acquisition Systems Protection Program, 15 Mar 94



2.1.6
DoD 5200.2-R, DOD Personnel Security Program Regulation (current edition)

2.1.7 Defense Acquisition Deskbook (current edit


2.1.8
Director of Central Intelligence Directive (DCID) 1/21, Physical Security Standards for Sensitive Compartmented Information Facilities (SCIF), 29 July 94 (U)


2.1.9
DoD 5105.21-M1, Department of Defense (DoD) Sensitive Compartmented Information Administrative Security Manual, Aug 98 (U)


2.1.10
DODD 3500.2, 


2.1.11
DODD 3100.10, 


2.1.12
DoD NISPOM


2.2  USAF



2.2.1
AFI 16-701, Special Access Programs, 1 Nov 95



2.2.2
AFPD 31-7, Acquisition Security, 2 Mar 1993



2.2.3
AFI 31-701, Program Protection Planning, 18 Feb 1994



2.2.4
AFI 31-702, Systems Security Engineering, 18 Feb 1994



2.2.5
AFI 31-703, Product Security, 7 Feb 1994



2.2.6
AFI 31-401, Information Security Program Management, 1 January 1999



2.2.7
AFI 31-501, Personnel Security Program Manangement, 1 August 2000



2.2.8
AFI 31-101, The Air Force Installation Security Program, 1 Dec 99 (U)



2.2.9
AFPD 31-6, Industrial Security, 1 April 2000



2.2.10
AFPD 33-2, Information Protect Program



2.2.11
USAFINTEL 201-1



2.2.12
USAFINTEL 201-4



2.2.13
USAFINTEL 201-9


2.3  Other



2.3.1
MILSTAR Security Classification Guide(s), dated 10 Sep 93



2.3.2
Milstar System Protection guide (SPG) Rev 1, dated 15 Oct 98 (and subsequent revisions)



2.3.3
MDP2G, dated 23 June 98



2.3.4
SMC/DSSPG (3rd Edition), dated April 00



2.3.5
MILSTAR SOPG, dated 1 June 97



2.3.6
MILSTAR Science Prime Security Administrative Directive and Security Classification Guide (S/SAR), dated 15 Apr 91 and approved appendices



2.3.7
Defense Satellite Communications System (DSCS), Security Classification Guide DCA Circular 800-A110-1, dated Feb 91



2.3.8
Atlas II Security Classification Guide, dated 1 Oct 90



2.3.9
Titan IV Security Classification Guide, dated 1 Jul 92



2.3.10
Air Force Satellite Control Network (AFSCN) Security Classification Guide, dated 1 Apr 89

3.0
CONTRACTOR TASKS

Contractor shall support acquisition activities within MILSATCOM programs.  The support activities will ensure day-to-day acquisition security support to the MILSATCOM staff and organizations.  Support tasks include development of protection concepts, policy definition, plan development, plan implementation, and process/procedures development.

3.1  Protection Planning Support.  Establish and conduct DoD and/or SAR acquisition security programs for the MILSATCOM JPO.  Provide support in the implementation of DoD 5000 series directives.  Provide on-site support for MILSATCOM activities and operations, as necessary.  Provide interpretive guidance with respect to protection of National Security Information (NSI), Unclassified Controlled Information (UCI), and critical systems concerning MILSATCOM programs.

3.1.1  Maintain the MILSATCOM information security management system.  Provide protection policy interpretation, technical assistance and sustainment of MILSATCOM security documentation and databases.  Provide MILSATCOM JPO support as follows:

a)  Develop and maintain libraries and databases of management and technical documentation to include plans, charters, models, guides, protection metrics and other pertinent documents. (CRDL A004, A005)

b)  Provide technical support to the MILSATCOM JPO Document Control Center (DCC).  Serve as the focal point for all SAR, and/or SCI documentation: establishing MILSATCOM JPO control; transferring SAR and/or SCI documentation to specific sub-accounts; ensuring outgoing SAR and/or SCI packages meet program MILSATCOM JPO and Air Force security requirements for control/accountability; maintaining a SAR and/or SCI accountability list; performing random audits of SAR and/or SCI holdings in sub-accounts; providing SAR and/or SCI document reproduction control and accountability; and providing access for individuals who have a clearance and a need-to-know to SAR and/or SCI documents contained within the DCC library. (CRDL A004, A005)

c)  Support the MILSATCOM JPO SAR and/or SCI access/billet management system.  Update and maintain the SAR and/or SCI billet tracking system and databases for all MILSATCOM SAR and/or SCI billets.  Manage the program SAR and/or SCI access request tracking systems.  Maintain a SAR and SCI database tracking system of foreign travel, foreign contacts, foreign visitor requests, adverse information, security violations and incidents, and Space Human Assurance Reliability Program (SHARP) certifications. (CRDL A004, A005)

d)  Maintain vault Operating Instructions (OIs).  Support the revision of all MILSATCOM administrative security directives, security operating instructions and other documents.  Review MILSATCOM related protection plans. (CRDL A004, A005)

e)  Maintain SCI documentation database.  Develop SPO ability to view documents upon request.  Perform cost and technical benefits analyses. (CRDL A004, A005)

3.1.2  Assist the MILSATCOM JPO COMSEC Responsible Officer (CRO) by providing technical and administrative support in the areas of COMSEC material and secure phone assets accounting. (CRDL A004, A005)

3.1.3  Maintain receipt, disposition, destruction and inventory listings of all cryptographic keying material held by the MILSATCOM JPO COMSEC account, and notify the CRO as changes occur.  Assist the CRO with keying in coordination with the Government/JPO personnel. (CRDL A004, A005)

3.1.4  Process public and foreign release requests and associated documentation (DDL) & FDO documentation by conducting initial review, determining coordination routing, correlating evaluation comments/ recommendations, and preparing approval/disapproval final documentation for MILSATCOM JPO security office and SMC/AXP concurrence. (CRDL A004, A005)

3.1.5  Provide security policy management and technical assistance for the development and maintenance of all MILSATCOM System Protection Guides (SPGs), policy documents and information protection guides. (CRDL A004, A005)

3.2  System Security

3.2.1  Implement and integrate the system security/protection engineering process into MILSATCOM systems engineering, configuration management and specialty engineering efforts. (CRDL A004, A005)

3.2.2  Support protection planning by participating with AFSPC and SMC in the development/ evaluation/review of evolutionary system/program level documents including, but not limited to, Mission Area Plans, Developmental Plans, Technology Area Plans, Concepts of Operations and Operational Requirements Documents (ORDs).  Assessments/reviews may include PMDs, TEMPs, SAMPs, ASPs, SOOs, APBs, and other documents as directed by the Government.  Support evolving concepts and policies, their development/implementation, and review/analysis of program contractors’ system protection and system security/protection engineering development/revisions to integrate security policy processes and guidance changes as required by DoD Directives 3500.2 & 3100.10.  Support Beta Tests and technical implementation of DoDD 3500.2 & 3100.10 concepts and processes as directed by the government. (CRDL A004, A005)

3.2.3  Support MILSATCOM system integration efforts to insure that protection requirements are defined and integrated in system requirements and requirements integrity is maintained.  Systems may include Advanced EHF, Interim Polar EHF Module, and other advanced programs as directed by the government.  Review and analyze protection requirements in MILSATCOM documentation, such as the SAMP, SEMP, CRLCMP, Configuration Management Plan, TEMP, and ILSP.  Assessments and resulting recommendations may require best value cost and technical benefits analysis, as directed by the government. (CRDL A004, A005)

3.2.4  Identify and define system security/protection requirements and review contractor-developed system/subsystem and interface specifications.  Participate in government/contractor System Requirements Analysis process and establish a protection requirements baseline. (CRDL A004, A005)

3.2.5  Support Engineering Change Quote (ECP) processes and recommend changes as security/protection impacts are identified.  Provide recommendations along with cost benefits analyses. (CRDL A004, A005)

3.2.6  Develop certification and accreditation procedures for all levels of NSI and for systems that either process critical UCI or perform mission essential functions for the initial systems turnover to the operational command. (CRDL A004, A005)

3.2.7  
Contractor shall provide technical support and assistance in the functions of AEHF, WGS and CCS-C program protection and system security/protection engineering.  The support activities shall include day-to-day support of the above Joint Program Office (JPO) and attendant components in all activity locations to include CONUS and OCONUS areas.  Technical support and assistance within acquisition security functions and tasks shall address development, testing, assessment, revision, analysis of program level and segment level documentation, plans, concepts, and design materials. (CDRL A004, A005)

3.2.7.1  Program protection support shall include protection policies definition, plans identification/development, and maintenance/updates of drafts or approved protection documentation.  Protection documentation shall include System Protect Guide (SPG), System Security Baseline Document, System Baseline Concept Description, System Security Concept (SSC) and special annexes as identified by the government. (CDRL A004, A005)

3.2.7.2  Program protection support shall include inputs to program and segment level documents including ORD, Mission Need Statement(s) (MNS), Concept of Operation (CONOPS), Single Acquisition and Management Plan(s) (SAMP), Test and Evaluation Master Plan (TEMP), risk analyses, designated trade studies, and Program Management Directive(s) (PMD) and other advanced programs documentation as designated by the JPO. (CDRL A004, A005)

3.2.7.3  System Security/protection Engineering (SSE) support shall identify security safeguards, countermeasures and processes to manage/control risk in and to all MILSATCOM system(s) components or related activities.  Contractor shall implement and integrate the SSE process into Advanced Programs systems engineering effort(s). (CDRL A004, A005)

3.2.7.4  Support the Government in the development/evaluation/review of program level documents for incorporating SSE into the ORD, CONOPS, SAMP, TEMP, trade studies and PMD.  Technical support in documentation/process development and/or implementation shall include inputs to GBS ORD, SAMP, SOO, SEMP, ILSP, Configuration Management Plan(s), CRLCMP, CAIV, TEMP(s), CONOPS, IMS, and MAP(s).  Contractor shall provide inputs through membership of respective IPT or as specified by the government.  Contractor shall provide status, progress, and reports through the GBS Integrated Protection Team(s) and/or designated CDRL.  Review and analyze program contractor(s)’ program protection and system security/protection engineering development/revision processes.  Assess/evaluate processes for recommendation(s) and/or options to integrate security policy and guidance changes as directed by Executive Order, Space Policy, revised directives, and evolving instructions and memos. (CDRL A004, A005)

3.2.7.5  Support MILSATCOM programs system integration efforts for new and modified commercial items/systems to insure that security requirements are defined and integrated into systems requirements for new systems and security requirement integrity is maintained within new and modified system interfaces.  Review and  analyze GBS documentation, to include IMS, SEMP, CMP, TEMP, and ILSP, and make recommendations on related factors and/or disciplines. (CDRL A004, A005)

3.2.7.6  Identify and define MILSATCOM System Security Requirements through review of System/Subsystem Interface Requirements Specifications.  Participate in government/contractor or System Requirements Analysis process and establish/maintain a MILSATCOM security requirements baseline and  impacts on related activities. (CDRL A004, A005)

3.2.7.7   Support Engineering Change Quote (ECP) process(es) and recommend changes as security/protection impacts are identified.  Provide recommendations to JPO. (CDRL A004, A005)

3.2.7.8  Support development of MILSATCOM programs Certification and Accreditation (C&A) plans, reports, and procedures for the initial release and follow-on system releases as required by government policies/directives and subsequently submitting system accreditation recommendations. (CDRL A004, A005)

3.2.7.9  Assist in the performance of system accreditation of all MILSATCOM systems. (CDRL A004, A005)

3.2.8  
Provide Software System Security Engineering (SSSE) and Test Analysis Support to the MJPO.

3.2.8.1  Development of Plans and Schedules:  Maintain a SSSE plan for the SMCS & MDE software.  The plan shall address SSSE regression testing, show the level of effort among SSSE tasks and include SSSE schedules.  Adjust SSSE schedules in response to changes in applicable MILSATCOM program requirements, development, integration, test and delivery schedules.  Adjustments will be coordinated with the government.  (CDRL A004, A005)

3.2.8.2  Software System Security/protection Engineering:  The SSSE effort shall include reviewing the development contractor’s software and documentation, performing a criticality analysis and risk assessment, and reviewing the use of automated software analysis tools.  Conduct initial and regression SSSE testing of MILSTAR software.  Testing should make maximum use of automated code analysis programs and conduct both static and dynamic test methodologies.  Develop SSSE Software Discrepancy Reports (SDRs), which will, at MJPO discretion, be forwarded to the development contractor for resolution.  Record, track generation, and disposition of SDRs, using a commercial-off-the-shelf (COTS) database software package compatible with comparable software used by the MJPO. (CDRL A004, A005)

4.0
GENERAL CONSIDERATIONS

4.1  DELIVERY ORDER MANAGEMENT

4.1.1  Scope.  Each Delivery Order (DO) will be issued with the greatest level of detail available at the time of issuance.  Efforts of mutual cooperation between the Government and the BPA holder/team members will consider Government concerns, DO priorities and manpower availability.

4.1.2  Delivery Order Management Plan.  The BPA holder shall prepare a DO Management Plan that proposes the “best” (optimum) method for completing this effort within the allotted time and budget.  The plan must describe the approach, organization, schedule, personnel (including team members and subcontractors) and deliverables projected to meet the requirements of the DO SOW.  The BPA holder shall deliver and brief a draft version of the management plan to the Functional Area Evaluator or Functional Area Chief within thirty (30) calendar days of DO issuance, and return it to the Government five (5) working days after receipt of comments.  The plan will also be maintained and updated for the life of the DO to reflect any significant changes in priorities, resource availability, taskings, or execution of the DO.  (CDRL A001)

4.1.3  Integration of Effort.  The BPA holder shall be solely responsible for the management of their employees, team members and subcontractors, and the execution and integration of all work performed for each DO.

4.1.4  Management Reviews.  The BPA holder shall be responsible for conducting quarterly program management reviews with SMC/AXC. (CDRL A005)

4.1.5  Contract Funds Status Report.  The BPA holder shall deliver a monthly Contract Funds Status Report for each TASS DO.  The report will close out on the last day of the BPA holder’s monthly accounting period and be submitted no later than fifteen (15) calendar days after close of the BPA holder’s monthly accounting period.  (CDRL A003)

4.1.6  Monthly Status Report.  The BPA holder shall deliver a monthly DO Status Report for each TASS DO.  This report shall: 1) summarize accomplishments of the previous month, 2) discuss major issues and/or concerns, 3) discuss new support needs, 4) provide any updates to the DO management plan, 5) summarize the current financial billing profile, including any projected shortfalls or under-runs, and 6) detail the monthly labor charges by individual for all direct labor, including BPA holder, team members and subcontractors, with cumulative totals by individual for all charges against the DO.  The “by name” billing will include company name, labor category, hours billed, and address/place of business.  The report will close out on the last day of the BPA holder’s monthly accounting period and be submitted no later than fifteen (15) calendar days after close of the BPA holder’s monthly accounting period.  (CDRL A002) 

4.2  DELIVERY ORDER ADMINISTRATION

4.2.1  Training.  The BPA holder shall be responsible for the employment, training, guidance and supervision of personnel assigned to perform tasks under this DO.  These personnel should be knowledgeable of and be able to apply the guidance found in the reference documents identified in section 2.0 or as noted by the Functional Area Evaluator or Functional Area Chief.

4.2.2  Identification.


(a)  The BPA holder personnel, team members or subcontractors must identify themselves as contractors during meetings, telephone conversations, in electronic messages or correspondence related to this DO.


(b)  Contractor-occupied facilities (on AFMC or other Government installations) such as offices, separate rooms, or cubicles must be clearly identified with contractor supplied signs, name plates or other identification, showing that these are work areas for contractor personnel. [AFFARS 5337.110-90, 5352.237-9001]

4.2.3  Technical Interchange Meetings.  The BPA holder shall host and participate in technical interchange meetings and working groups with government and contractor organizations as directed by the Functional Area Evaluator or Functional Area Chief.  The BPA holder may also be asked to provide support within two hours notice for more informal and time sensitive actions.  Repeated inability to meet the two hour constraint will reflect negatively on the BPA holder’s performance evaluation.  BPA holder shall prepare briefings, special technical reports or papers as requested, and provide the Government with copies of all materials (with facing page text) presented at technical interchange and working group meetings.  This information shall be delivered to the Government as either Technical Reports or Presentation Material and Conference Minutes, whichever is more appropriate.  (CDRL  A004, A005)

4.2.4  Supplies and Equipment.  The TASS BPA holder shall be responsible for providing all supplies and equipment needed to accomplish DOs, unless otherwise specified in the DO SOW.

4.2.5  Delivery Order Accounting.  The TASS BPA holder, team member and subcontractor delivery order accounting systems shall provide traceability of all man-hours and cost reimbursable elements (travel, supplies/materials, and computer lease charges) to individual DO funding citation’s Accounting Classification Reference Number (ACRN).

4.2.6  Payment by Electronic Funds Transfer.  The Government shall make payment in accordance with the clause at FAR 52.232-33, Payment by Electronic Funds Transfer--Central Contractor Registration, which is incorporated herein by reference.

5.0
PERIOD OF PERFORMANCE.  The period of performance is estimated to be 27 Apr 01 - 31 Oct 01.  See Section F of  the delivery order for the actual PoP.

6.0
DELIVERABLES.  See Exhibit A for Contract Data Requirements List (CDRL).

7.0
CONTRACT SECURITY REQUIREMENTS.  Access to classified national security information up to TOP SECRET is required for this DO.  Proposed staff shall have the required security clearances prior to initiation of delivery order work.  Work involving access to or production of classified information will be performed at Space and Missile Systems Center, Los Angeles AFB, CA 90245-4687.  The BPA holder shall immediately report any cost savings or cost impacts per NISPOM to SMC/AXP, the cognizant security office.  All classified material will remain under the control of the Air Force, including disposition of the classified material at the completion of the DO.  Other security instructions applicable to this DO are as determined by SMC/MCI.

7.1  Contractor is authorized access to COMSEC information and will comply with the COMSEC supplement to the NISPOM.  Access to COMSEC information is restricted to US citizens who have been briefed according to the NISPOM and possess an approved Government clearance.  NOTE: The COMSEC/Crypto briefing applies only to the use and control of Crypto equipment and specialized COMSEC publications.

7.2  Contractor is permitted access to restricted data, and CNWDI in performance of this contract.  Contractor requests for this information will be validated by the FAE and is not releasable to employees who are intending citizens, foreign nationals or those having limited access authorizations.  Contractor personnel must be briefed for CNWDI prior to access and debriefed when access is no longer required.  Records will be maintained per NISPOM.

7.3  This contract requires access to SCI.  The assistant Chief of Staff for Intelligence, USAF, has exclusive security responsibility for all Sensitive Compartmented Information (SCI) classified material released to or developed under this contract.  This information must be maintained in an SCI facility (SCIF).  (TBD) and the USAFINTEL services provide the necessary guidance for physical, personnel, and information security measures and are part of the security specification for this contract.  Contractor compliance with these directives is mandatory unless specifically waived.  Inquires pertaining to classification guidance for SCI will be directed to the FAE.

7.3.1.  No Contractor personnel will be granted access to SCI information/material under this contract unless they are filling an SCI billet assigned under the contract.  The Contract Special Security Officer (CSSO) will coordinate with the Special Project Office FAE to ensure billets are requested.  The names of contractor personnel requiring accessing to SCI will be submitted to SMC/INS through the FAE (forms required for a Special Background Investigation will be prepared in accordance with the NISPOM).  Upon receipt of a completed background investigation from DISCO, the CSSO will submit a request for SCI eligibility to SMC/INS in accordance with the NISPOM.  Multiple contract employees sponsored by other than SMC/INS should be certified to SMC/INS for placement in a SMC/INS billet.

7.3.2.  Contractor will establish and maintain a current access list of SCI personnel on this contract.  A copy of this list will be provided to the FAE monthly and when changes occur.  Contractor will also advise the FAE immediately upon the reassignment of personnel to duties not associated with this contract, to include termination.

7.3.3.  SCI furnished in support of this contract remains the property of the DoD Department, Agency, or Command releasing it.  Contractor will maintain an active accountability of all SCI material received, produced, maintained, and disposed of that is in his/her custody, regardless of whether the material is within a contractor or US Government SCI facility.  Upon completion or cancellation of this contract, SCI data will be returned to the custody of SMC/INS unless a follow-on contract specifies that material will be transferred to a subsequent contract.  Inventories of SCI material will be conducted in accordance with USAFINTEL 201-1 and (TBD).

7.3.4  SCI data furnished to or generated by the contractor will require security handling and controls beyond those in the NISPOM.  These supplemental instructions will be furnished and/or made available to the Contractor through the FAE by the User Agency Special Security Office (SMC/INS).

7.3.5  Release of Information:  SCI with restrictive caveats (e.g., ORCON, PROPIN, etc.) will be released to contractors only when originator approval has been obtained.  Contractor may release such material to any contractor employee working against a billet under this contract and only when a need-to-know exists.  Contractor may release such material to any Special Security Officer personnel assigned to HQ SMC, HQ Air Force Material Command (AFMC), HQ USAF, or DIA upon demand by such personnel.  Contractor will not release this material to other contractor, subcontractor, or federal government agency employees unless prior written approval has been granted by the MILSATCOM Joint Program Office FAE.  An access certification to an SMC contractor occupied SCIF does not constitute approval to release SMC contractual material to other contractor, subcontractor, or federal government employees; FAE approval is required.  SCI will not be released to non-US citizens (regardless of the level of their security clearance) except with written approval of the originating organization and the FAE.  FAE approval of an SMC contractor visit certification or permanent certification to another facility will constitute approval to discuss contractual information/material at the facility to be visited.

7.3.6  Contractor will not reproduce any SCI related to this contract without written permission from the SCI FAE.  When such permission has been granted, the contractor will control and account for such reproductions in the same manner as the originals.

7.3.7  The SCIF at SMC/IN, Los Angeles AFB, CA may be used to perform SCI contractual requirements.  SCI material released to the contractor under this contract will be stored and worked on only in an accredited facility.  Any additional SCI contractual work will be accomplished only in an SCI facility having a current accreditation through AFMC or other DoD agency and covered by a Co-Utilization Agreement (CUA) between the sponsor of the facility, the User Agency SSO, and HQ AFMC/INS.  The User Agency SSO is SMC/INS, Los Angeles AFB, CA.

7.3.8  A CSSO must coordinate with the FAE and obtain the concurrence of SMC/INS prior to subcontracting any portion of SCI efforts involved in this contract.

7.3.9  Contractor will nominate a CSSO to SMC/INS.  In turn, nomination(s) will be forwarded to HQ AFMC for appointments.

7.3.10  Contractor will not make references to the level of SCI accesses held, even by unclassified acronyms, in advertising, promotional efforts, or recruitment for employees.

7.3.11  The following activity is designated as the User Agency SSO for SCI requirements in accordance with USAFINTEL 201-1 and (TBD):

SMC/INS (SMC SSO)

2420 Vela Way, Suite 1467

El Segundo, CA  90245-4690

7.3.12  The User Agency Special Security Officer (SSO) is:

John D. Pettit

SMC/INS

(310) 363-0175

7.4  Contractor is authorized access to classified intelligence information marked “WARNING NOTICE - INTELLIGENCE SOURCES AND METHODS INVOLVED (WNINTEL)”Old Material covered by the previous WNINTEL Policy for Storage, Marking and Handling.  Contractor will:

a)
Maintain accountability for all WNINTEL information/material in his/her custody.

b)
Not reproduce intelligence without the written permission of the sponsoring agency.  If permission is granted, each copy is controlled in the same manner as the original and a copy of the letter granting permission is kept on file.

c)
Destroy intelligence information/material in accordance with guidelines and standards set by the sponsoring agency.

d)
Not release intelligence information/material to foreign nationals or immigrant aliens regardless of their status as employees of the contractor and regardless of their security clearance, except with advance written permission of the originator of the material.

e)
Ensure each employee having access to intelligence information is fully aware of the special security requirements for this material and maintains records in a manner that permits the contractor to furnish, on demand, the names of individuals who have had access to the material in their custody.

f)
Mark all documents containing WNINTEL generated by the contractor with the statement “WARNING NOTICE - INTELLIGENCE SOURCES AND METHODS INVOLVED (WNINTEL)” on the front cover and title page.  Place the WNINTEL marking on all internal pages containing WNINTEL information.  The markings shall be placed on all graphics, on electronic messages, and associated with all data stored or processed on automatic information systems.  All documents containing WNINTEL generated by the contractor shall be properly portion marked with the abbreviation “(WN)”.

g)
Restrict access to only those individuals who possess the required security clearances and who are actually providing services under the contract.  Contractors receiving intelligence do not release it to any of their components or employees not directly engaged in providing services under the contract or to any other contractor (including subcontractors, other government agencies or private individuals), without written approval of the sponsoring agency (which shall verify any second contractors satisfy all security requirements herein).

h)
Agree that all intelligence information released to them, all reproductions thereof, and all other material they may generate based on or incorporating date therefrom (including authorized reproductions) remain the property of the US Government and will be returned upon request of the sponsoring agency or expiration of the contract, whichever comes first.

7.5  This contract requires access to Special Access Required (SAR) information/material up to and including TOP SECRET SAR.  Special Access Required SCIENCE PRIME is an element of the MILSTAR program.  The Defense Investigative Service (DIS) activity is relieved of security responsibility for those portions of this contract which pertain to the SCIENCE PRIME program.  Security cognizance for all SAR aspects of this contract belong to SMC/MCI, Los Angeles AFB, CA.

a)
Contractor will require access to classified information/material up to and including TOP SECRET and TOP SECRET SAR.  All elements of this contract for SAR information/material fall under the purview of the SCIENCE PRIME program and are under the cognizance of SMC/MCI.

b)
Contractor will establish and maintain an access list of all employees approved for access to SAR portions of the contract.  A copy of the list will be furnished to the FAE.  Contractor will immediately inform SMC/MCI (310) 336-4731 of a SAR accessed employee’s reassignment to other duties not associated with this contract, to include termination.

c)
SAR information/material(s) furnished to the Contractor will require special handling and controls beyond those required in the NISPOM.  These special handling and controls are identified in the SCIENCE PRIME Security Administrative Directive SAD and Security Classification Guide (SCG) (U), dated 10 Sep 93 or Milstar System Protection Guide (SPG) (U) (Rev 1), dated 15 Oct 98, as appropriate.  Contractor will adhere to this SAR security guidance and any changes thereto.  Contractor will establish a point of contact for SAR security matters and identify this point of contact to SMC/MCI.

d)
Contractor has an approved SAR facility.  All SAR work associated with this contract will be accomplished within a closed area approved for SAR work.  SAR information/material will be safeguarded in a manner that provides positive control by SAR accessed personnel only and within facilities approved by SMC/MCI.

e)
SAR information/material will not be released to contractor employees without the establishment of a specific need-to-know and SAR access approval.  SAR material concerning this contract will be disclosed, discussed or released to any individual not employed on this contract without specific written approval of SMC/MCI.

f)
Upon completion/cancellation of the SAR portion of this contract, the contractor will comply with the provisions of the NISPOM for disposition of SAR material(s) in their custody or inform SMC/MCI for direction.

g)
Requests for interpretation of SAR information/material and its safeguarding requirements or additional classification guidance on SAR portions of this contract will be directed to SMC/MCI.

7.6  Official Use Only (FOUO) Information provided under this contract shall be safeguarded as specified in the NISPOM.

7.7  Classified work will be generated at:

 SMC/MCI





 Bldg. A8, Rm #3158, 3rd Floor



 El Segundo, CA  90245

7.8  COMSEC account will be established for and maintained by the contractor in accordance to the COMSEC Supplement to the NISPOM (insert reg. number).  Contractor will comply with the additional security requirements and the management of COMSEC information, material, and equipment as defined in the supplement.

7.9  The Contractor shall be knowledgeable of MILSATCOM Protection Planning, as provided by the Government, and comply with the Operational Security (OPSEC) requirements, plans, and procedures applicable to the area(s) in which they perform their duties.  Contractor is bound by NISPOM OPSEC requirements.

7.10  Although the Contractor is not authorized an individual DCS account on this contract, the contractor is authorized to use the DCS account at SMC/IN to receive classified or sensitive material.  Contractor will submit such requests to SMC/IN via the contract FAE.

7.11  The contractor may be required to provide support at Cape Canaveral AFS, Florida, and the CISF at SMC/Det 11, Peterson AFB CO.  Contractor may require storage or access for classified material, up to including DoD SECRET, at CCAFS during launch operations.  CCAFS & CISF authorities will perform accreditation/certification where classified processing/storage/ handling will occur.  Contractor will provide personnel for security/protection oversight during launch operations as directed by the government.

7.12  The Defense Investigative Service (DIS) is relieved of security oversight responsibility for the SAR portion of this contract.  SMC/MCI will be the Cognizant Security Office with inspection responsibility for the SAR portion.  DSS is relieved of Security Cognizance for SCI information/material under this contract.  SMC/INS will be the responsible oversight office for SCI.  DIS is relieved of security cognizance for work performed on government installations.  The base security police organization is responsible for DoD classified information/material; however, they are relieved of security oversight for SAR information/material and areas.  SMC/MCI will maintain security oversight for all SAR information/material.

8.0
GOVERNMENT FURNISHED EQUIPMENT/PROPERTY.  The Government shall provide a work space, desktop computer, telephone and voice-mail service connection in the facility for contractor personnel performing work under this DO.  The Government will provide eight (8) spaces for this work.

9.0
PROGRAM OFFICE POINT OF CONTACT.  The SMC/MCI point of contact for this DO is Mr Larry Sirwaitis (Functional Area Evaluator), 310-336-4743.

Exhibit A

Contract Data Requirements List (CDRL)

Date: 06 April 2001

DELIVERY ORDER TITLE: Acquisition Security Support to MILSATCOM Joint Program Office (SMC/MCI)

	Number
	Title
	Frequency
	Distribution
	Qty

	A001


	Delivery Order Management Plan
	As Required
	SMC/AXC

SMC/MCI
	2*

1

	A002
	Monthly Status Report
	Monthly
	SMC/AXC

SMC/MCI
	2*

1

	A003
	Contract Funds Status Report
	Monthly
	SMC/AXC

SMC/MCI
	2*

1

	A004
	Technical Report
	As Required
	SMC/AXC

SMC/MCI
	1*

1

	A005
	Presentation Material and

Conference Minutes
	As Required
	SMC/AXC

SMC/MCI
	1*

1


*Note:  Submit data via electronic mail, if available.  If not, then submit by standard mail.
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