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Foreword

This Handbook provides guidance on the protection of critical information and technology within DoD acquisition programs and supports the policy contained in DoD Directive 5200.39, “Security, Intelligence, and Counterintelligence Support to Acquisition Program Protection,” September 10, 1997.  It prescribes procedures that are necessary to prevent foreign intelligence collection and unauthorized disclosure of critical program information during the DoD acquisition process.

Consistent application of procedures described within this Handbook is required.  The program protection goal is to selectively and effectively apply program-specific security countermeasures to protect critical program information, maintain the U.S. military technological lead on the battlefield, and reduce the costs and administrative burdens associated with security procedures.

This Handbook applies to the Office of the Secretary of Defense, the Military Departments, the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Inspector General of the Department of Defense, the Defense Agencies, and the DoD Field Activities (hereafter referred to collectively as “the DoD Components”).

This Handbook is for use by all the DoD Components.  The Heads of the DoD Components should issue supplementary instructions when necessary and provide examples of their plans or implementation procedures.  These supplementary instructions and examples should be included in the Defense Acquisition Deskbook.

Send recommended changes to the Handbook to:

Director of Security
Office of the Assistant Secretary of Defense for Command, Control, Communications and Intelligence, ASD(C3I)
6000 Defense Pentagon
Washington, DC 20301-6000

[Name of ASD(C3I)]
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DL1. -- Definitions

DL1.1.  The terms used in this Handbook are defined below:

DL1.1.1.  Acquisition Facilities.  DoD or contractor facilities primarily involved in activities related to research, development of systems, testing, or evaluation of test results.

DL1.1.2.  Acquisition Program.  A directed, funded effort designed to provide a new, improved, or continuing weapons system or automated information system (AIS) capability in response to a validated operational need.  Acquisition programs are divided into different categories that are established to facilitate decentralized decision-making, and execution and compliance with statutory requirements (DoD 5000.2-R, reference (a)).

DL1.1.3.  Acquisition Program Protection.  The safeguarding of defense systems anywhere in the acquisition process as defined in DoD Regulation 5000.2-R (reference (a)), the defense technologies being developed that may lead to weapon or defense systems, and defense research data.  Acquisition program protection integrates all security disciplines, counterintelligence (CI), and other defensive methods to deny foreign collection efforts and prevent unauthorized disclosure to deliver to our forces uncompromised combat effectiveness over the life expectancy of the system.

DL1.1.4.  Adversary.  An individual, group, organization, or government that conducts, or has the intent and/or capability to conduct, activities to collect critical program information.

DL1.1.5.  Anti-Tamper (AT).  Anti-Tamper is the systems engineering activity specifically intended to prevent and/or delay exploitation of critical technologies in weapon systems.  The use of Anti-Tamper techniques will vary depending on the technology being protected.  Examples of AT techniques include software encryption, integrated circuit protective coatings, and hardware access denial systems.

DL1.1.6.  Automated Information Systems (AISs).  A combination of computer hardware and software, data, or telecommunications, that performs functions such as collecting, processing, transmitting, and displaying information.  Excluded are computer resources, both hardware and software, that are:  physically part of, dedicated to, or essential in real time to the mission performance of weapons systems (DoD Directive 5000.1, reference (b)).

DL1.1.7.  Component CI or Intelligence Organization.  In this Handbook, those DoD Component organizations that produce multidiscipline counterintelligence (MDCI) threat assessments for use in program protection planning.  In some DoD Components, those organizations are labeled as “intelligence organizations,” while in others they are part of “CI organizations.”

DL1.1.8.  Compromise.  The unauthorized or inadvertent disclosure, destruction, or loss of Critical Program Information or other classified information or material.

DL1.1.9.  Counterintelligence (CI).  Information gathered and activities conducted to protect against espionage, other intelligence activities, sabotage or assassinations conducted by or on behalf of foreign governments or elements thereof, foreign organizations, or foreign persons, or international terrorist activities (DoD Directive 5240.2, reference (c)).

DL1.1.10.  Counterintelligence and Security Countermeasures (CI&SCM) Support Activity.  The organizational activity that provides on-site functional support directly to program managers (PM) in the areas of CI, security programs and countermeasures, or operations security (OPSEC).

DL1.1.11.  Countermeasures.  That form of military science that by employment of devices and/or techniques has as its objective the impairment of the operational effectiveness of enemy activity (JCS Pub 1-02, reference (d)).  Countermeasures may include anything that effectively negates an adversary’s ability to exploit vulnerabilities.

DL1.1.12.  Critical Program Information (CPI) (formerly, Essential Program Information, Technologies, and/or Systems).  Critical program information, technologies, or systems that, if compromised, would degrade combat effectiveness, shorten the expected combat-effective life of the system, or significantly alter program direction.  That includes classified military information or unclassified controlled information about such programs, technologies, or systems (DoD Directive 5200.39, reference (e))

DL1.1.13.  Defense Acquisition Deskbook.  An automated repository of information that consists of an electronic desk reference set, a tool catalog, and a forum for the exchange of information.  The reference set organizes information into two main categories:  mandatory guidance and discretionary information (Hereafter referred to as the “Deskbook”).

DL1.1.14.  Defense Treaty Inspection Readiness Program (DTIRP).  An arms control security program designed to provide advice and assistance to sites susceptible to on-site inspection and overflight provisions.  DTIRP assists in site preparation by providing arms control expertise through specially trained personnel, analyses, and education activities.

DL1.1.15.  Delegation of Disclosure Authority Letter (DDL).  A letter required as part of the Technology Assessment and Control Plan, prepared by the cognizant DoD Component, which provides detailed guidance regarding releasability of all elements of the system or technology in question.  The DDL must be approved by the Under Secretary of Defense for Policy (USD(P)) before any promise or release of sensitive technology.

DL1.1.16.  Foreign Intelligence Collection Threat.  The potential of a foreign power, organization, or other foreign interest to overtly or covertly collect information about U.S. acquisition program technologies, capabilities, and methods of employment that may be used to develop a similar weapon system or countermeasures to the U.S. system or related operations.

DL1.1.17.  Foreign Interest.  Any foreign government, agency of a foreign government, or representative of a foreign government; any form of business enterprise or legal entity organized, chartered or incorporated under the law of any country other than the United States or its possessions and trust territories, and any person who is not a citizen or national of the United States (DoD 5220.22-M reference (f)).

DL1.1.18.  Horizontal Protection.  The process that ensures CPI associated with more than one acquisition program is protected to the same degree by all involved DoD Components (DoD Directive 5200.39, reference (e))

DL1.1.19.  Information.  Any knowledge that can be communicated or documentary material, regardless of its physical form or characteristics, that is owned by, produced by or for, or is under the control of the United States Government.  “Control” means the authority of the agency that originates information, or its successor in function, to regulate access to the information (DoD 5200.1-R, reference (g)).

DL1.1.20.  Infrastructure.  Those items that are used by more than one acquisition program in the pursuit of the development of defense systems.  The infrastructure includes laboratories, test facilities, the policy and procedure structure, and education and training organizations.

DL1.1.21.  Integrated Product and Process Development (IPPD).  A management technique that simultaneously integrates all essential acquisition activities through the use of multidisciplinary teams to optimize the design, manufacturing and supportability processes.  IPPD facilitates meeting cost and performance objectives from product concept through production, including field support.  One of the key IPPD tenets is multidisciplinary teamwork through Integrated Product Teams (IPTs) (DoD 5000.2-R, reference (a)).

DL1.1.22.  Milestone Decision Authority (MDA).  The individual designated in accordance with criteria established by the Under Secretary of Defense for Acquisition and Technology (USD(A&T)), or by the Assistant Secretary of Defense for Command, Control, Communications and Intelligence (ASD(C3I)) for AIS acquisition programs, to approve entry of an acquisition program into the next phase (reference (a)).

DL1.1.23.  Militarily Critical Technologies List (MCTL).  A detailed and structured compendium of the technologies DoD assesses as critical to maintaining superior U.S. military capabilities.  It is a documented snapshot in time of the continuous MCTL process.  The Department of Defense (DoD) develops the MCTL with the participation from other agencies of the U.S.  Government, U.S. industry, and academia and updates it on an ongoing basis.

DL1.1.24.  Multidiscipline CI (MDCI) Threat Assessment.  An assessment made by the cognizant DoD Component that describes those foreign governments, entities, or other foreign interests that have the interest and capability to collect information about a system under development.

DL1.1.25.  Operations Security (OPSEC).  A process of analyzing friendly actions attendant to military operations and other activities to do the following:

DL1.1.25.1.  Identify those actions that can be observed by adversary intelligence systems.

DL1.1.25.2.  Determine the indicators that hostile intelligence systems might obtain that could be interpreted or pieced together to derive critical information in time to be useful to adversaries.

DL1.1.25.3.  Select and execute measures that eliminate or reduce to an acceptable level the vulnerabilities of friendly actions to adversary exploitation.

DL1.1.26.  Program Information.  For program protection, information that includes programmatic data and/or information and weapons system, subsystem, or component information.

DL1.1.27.  Program Protection.  The safeguarding of defense system information and technical data anywhere in the acquisition process, to include the technologies being developed, the support systems (e.g., test and simulation equipment), and research data with military applications.  Protection activity involves integrating all security disciplines, CI, and other defensive methods to protect critical program information from intelligence collection and unauthorized disclosure.

DL1.1.28.  Program Protection Inspection.  An inspection, conducted at a defense contractor facility, to assess compliance with contractually imposed countermeasures requirements developed by the program protection planning process.  That inspections will normally be conducted by the Defense Security Service (DSS), in coordination with each program office managing the acquisition, as part of its periodic industrial security inspections of a facility.

DL1.1.29.  Program Protection Plan (PPP).  A comprehensive plan to safeguard critical program and technology information that is associated with a defense acquisition program.  The level of detail and complexity of the PPP will vary based in the criticality of the program or system, the CPI, and the phase of the acquisition process being addressed (DoD Directive 5200.39, reference (e)).

DL1.1.30.  Risk Assessment.  The process of estimating the possibility of losing CPI and the resulting adverse impact on the program, against the cost to protect CPI and the value it adds to the program.  That process includes an evaluation of threats (operational, intelligence collection, and environmental) and identified vulnerabilities subject to adversary exploitation.

DL1.1.31.  Risk Management.  An organized, analytical process of identifying vulnerabilities, quantifying and assessing associated risks, and implementing and/or controlling the applicable approach for preventing or handling each risk identified.

DL1.1.32.  Special Access Program (SAP).  A DoD program or activity (as authorized in E.O.12958), employing enhanced security measures (e.g. safeguarding, access requirements, etc.) exceeding those normally required for collateral information at the same level of classification.  (DoD 5200.1-R, reference (g))

DL1.1.33.  System Decomposition.  The process of separating major mission functions and capabilities of the system and then identifying those components or technologies that give the system an advanced capability.

DL1.1.34.  System Security Engineering (SSE).  An element of system engineering that applies scientific and engineering principles to identify and reduce system susceptibility to damage, compromise, or destruction; the identification, evaluation, and elimination or containment of system vulnerabilities to known or postulated security threats in the operational environment

DL1.1.35.  System Security Management Plan.  A formal document that fully describes the planned security tasks required to meet system security engineering requirements, including organizational responsibilities, methods of accomplishment, milestones, depth of effort, and integration with other program engineering, design and management activities, and related systems

DL1.1.36.  System Threat.  The foreign threat to be countered by the U.S. defense system being developed, acquired, and deployed.

DL1.1.37.  System Threat Assessment (STA).  The basic authoritative threat assessment, tailored for and focused on, a particular (i.e., single) U.S. major defense system.  The STA describes the threat to be countered in the projected threat environment and references Defense Intelligence Agency (DIA)-validated documents.

DL1.1.38.  Technology
DL1.1.38.1.  The information and know-how (whether in tangible form (e.g., models, prototypes, drawings, sketches, diagrams, blueprints, manuals) or in intangible form (e.g., training or technical services)) that can be used to design, produce, manufacture, utilize, or reconstruct goods, including computer software and technical data, but not the goods themselves (50 U.S.C.2401 et seq., reference (h)).

DL1.1.38.2.  The technical information and know-how that can be used to design, produce, manufacture, use, or reconstruct goods, including technical data and computer software.  The term does not include the goods themselves (DoD Directive 2040.2, reference (i)).

DL1.1.39.  Technology Assessment and Control Plan (TACP).  The document that identifies and describes sensitive program information; the risks involved in allowing access to the information by foreign interests; the participation in the program or foreign sales of the resulting system; and, the development of access controls and measures necessary to protect the U.S. technological or operational advantage of the system, as prescribed in DoD Directive 5230.11 and DoD Directive 5530.3 (references (j) and (k)).

DL1.1.40.  Technology Transfer.  Transferring, exporting, or disclosing defense articles, defense service, or defense technical data covered by the U.S.  Munitions List to any foreign interest, whether in the United States or abroad.

DL1.1.41.  Threat.  The sum of potential strengths, capabilities, and strategic objectives of any foreign interest which can limit or negate U.S. mission accomplishment or reduce force, system, or equipment effectiveness.  (See definitions DL1.1.16. and DL1.1.36.)

DL1.1.42.  Unclassified Controlled Information.  Any information, the loss, misuse, or unauthorized access to which would or could adversely affect the organizational and/or national interest, but which does not meet classification criteria specified in DoD 5200.1-R (reference (g)).  Unclassified controlled information requires the application of distribution markings, storage controls, and protective measures to prevent unauthorized disclosure and distribution as identified in DoD 5400.7-R and Appendix C, DoD 5200.1-R (references (l) and (g)).

DL1.1.43.  Vulnerability.  The susceptibility of systems or components to the threat in a given environment.

AL1. -- Abbreviations and Acronyms

AL1.1.  The following abbreviations and acronyms are used in this Handbook:

AL1.1.1.  AIS Automated Information System.

AL1.1.2.  ASD(C3I) Assistant Secretary of Defense for Command, Control, Communications, and Intelligence.

AL1.1.3.  AT Anti-Tamper.

AL1.1.4.  CDRL Contract Data Requirements List

AL1.1.5.  CI Counterintelligence.

AL1.1.6.  CI&SCM Counterintelligence and security countermeasures.

AL1.1.7.  CO Contracting officer.

AL1.1.8.  COMSEC Communications security.

AL1.1.9.  COR Contracting officer’s representative.

AL1.1.10.  CPI Critical program information.

AL1.1.11.  DDL Delegation of Disclosure Authority Letter.

AL1.1.12.  DIA Defense Intelligence Agency.

AL1.1.13.  DID Data Item Description.

AL1.1.14.  DoD Department of Defense.

AL1.1.15.  DSS Defense Security Service.

AL1.1.16.  DT&E Developmental test and evaluation.

AL1.1.17.  DTIRP Defense Treaty Inspection Readiness Program.

AL1.1.18.  FOUO For Official Use Only.

AL1.1.19.  IPPD Integrated product and process development.

AL1.1.20.  IPR Intelligence production request.

AL1.1.21.  IPT Integrated product team.

AL1.1.22.  MCTL Militarily Critical Technologies List.

AL1.1.23.  MDA Milestone decision authority.

AL1.1.24.  MDCI Multidiscipline counterintelligence.

AL1.1.25.  OASD(C3I) Office of the Assistant Secretary of Defense for Command, Control, Communications, and Intelligence.

AL1.1.26.  OPSEC Operations security.

AL1.1.27.  OT&E Operational test and evaluation.

AL1.1.28.  OUSD(A&T) Office of the Under Secretary of Defense for Acquisition and Technology.

AL1.1.29.  PEO Program executive officer.

AL1.1.30.  PM Program manager (also project or product manager).

AL1.1.31.  POC Point of contact.

AL1.1.32.  PPP Program Protection Plan.

AL1.1.33.  R&D Research and development.

AL1.1.34.  RDT&E Research, development, test and evaluation.

AL1.1.35.  RFP Request for proposal.

AL1.1.36.  SAP Special Access Program.

AL1.1.37.  SOW Statement of work.

AL1.1.38.  SSE System Security Engineering

AL1.1.39.  SSMP System Security Management Plan

AL1.1.40.  STA System threat assessment.

AL1.1.41.  TACP Technology Assessment and Control Plan.

AL1.1.42.  USD(A&T) Under Secretary of Defense for Acquisition and Technology.

AL1.1.43.  USD(P) Under Secretary of Defense for Policy.

AL1.1.44.  WIPT Working-level integrated product team.

C1. -- Chapter 1

General Information

C1.1. -- Purpose

C1.1.1.  This Handbook prescribes procedures for identifying and protecting critical program information, technologies, and/or systems in accordance with DoD Directive 5200.39, DoD 5000.2-R, and DoD 5400.7-R (references (e), (a), and (l)).  Such information is hereafter referred to as CPI and includes both classified military information or unclassified controlled information.  CPI requires protection to prevent its unauthorized or inadvertent disclosure, destruction, or loss (hereafter referred to as “compromise”).  The CPI, if compromised, will significantly alter program direction; compromise the program or system capabilities; shorten the combat effective life of the system; or require additional RDT&E resources to counter the impact of CPI compromise.

C1.1.2.  Procedures and guidance in this Handbook are intended to protect CPI against compromise throughout the acquisition process at all involved locations or facilities.

C1.1.3.  The ultimate goal is to selectively and effectively apply security countermeasures that are cost effective and consistent with risk management principles to protect CPI.

C1.2. -- Scope

C1.2.1.  This Handbook applies to all the DoD Components involved in the acquisition of DoD systems, in accordance with DoD Directive 5000.1 (reference (b)), or in providing security, intelligence, or CI support to DoD acquisition activities or DoD contractors in accordance with DoD Directive 5200.39 (reference (e)).  All intelligence and counterintelligence support must comply with DoD Directive 5240.1 and DoD Regulation 5240.1-R (references (m) and (n)).

C1.2.2.  This Handbook does not apply to acquisitions by the DoD Components that involve SAPs created under the authority of E.O.12958 (reference (o)).  The unique nature of SAPs requires compliance with special security procedures of DoD Directive O-5205.7 (reference (p)).  Security, intelligence, and counterintelligence (CI) organizations should assist SAP PMs in developing a comprehensive plan for protecting CPI if the acquisition program transitions to a collateral or unclassified status.  That plan will be provided to the offices responsible for implementing protection requirements before beginning the transition.

C1.2.3.  CPI covered by this Handbook should be identified, prioritized, and protected in accordance with program protection plans (PPPs) prescribed in this Handbook.

C1.2.4.  Criteria in this Handbook should be applied at all locations (to include contractor locations) where CPI is developed, produced, analyzed, maintained, transported, stored, or used in training.

C1.3. -- Overview Program Protection Planning

C.1.3.1.  Program protection planning begins early in any acquisition, or acquisition-related, effort.  It starts as an integral part of the overall acquisition strategy, which is typically developed prior to formal designation of an acquisition program.  Any acquisition effort must, at a minimum, be evaluated in terms of the need to protect its CPI.  The resources (e.g., personnel, fiscal, AISs) needed to accomplish that evaluation must be identified early in the program.

C1.3.2.  The need for program protection is based on identifying critical technologies, systems, and/or information, currently grouped as CPI, which require protection, either integral to the intended program or inherited from a contributing program (e.g., a technology development effort).  Items requiring protection are those that if compromised will cause a degradation in combat effectiveness (e.g., allow an enemy to clone, kill, or neutralize the objective operational system), a decrease in the combat-effective life of the system, and/or a delay in achieving required operational capabilities.

C1.3.3.  The PM makes, with the assistance of a WIPT, the determination as to the existence of CPI that need protection.  If the PM determines there is no CPI associated with the program (neither integral to the program nor inherited from a supporting program), a PPP is not required.  The PM makes that determination in writing for review by the MDA.  If CPI does exist, then the PM is responsible for developing and implementing a PPP.  The PPP, at a minimum, will be reviewed by the MDA at milestone I, or when the program enters the acquisition process.

C1.3.4.  When a program contains CPI that require protection, a MDCI threat assessment and a risk assessment are conducted.  Those assessments provide the basis for any decision on the protection of CPI as part of the overall risk management strategy and the implementation of cost-effective risk mitigation measures (i.e., countermeasures).

C1.3.5.  Regardless of the extent of program protection efforts required to support an acquisition program, personnel and fiscal resource requirements should be identified early in acquisition program developments as an integral part of the overall acquisition strategy and planning (See Chapters 2 and 6).

C1.4. -- The Acquisition Deskbook

Additional guidance on the application of program protection will be included the Acquisition Deskbook.  This Deskbook is an automated reference tool that provides acquisition information for all the DoD Components across all functional disciplines.  The Acquisition Deskbook will contain DoD Directive 5200.39 (reference (e)) and this Handbook.  The DoD Components may also include their local implementing guidance, with examples, in their section of the Deskbook.

C1.5. -- Economic Espionage

C.1.5.1.  The “Economic Espionage Act of 1996” Section 1831 et seq. of 18 U.S.C. (reference (q)) highlighted the concerns of the U.S.  Government and U.S. industry on foreign economic collection and economic espionage.  In an effort to reduce the loss of industrial, technical, financial, and proprietary commercial and Government information, reference (q) makes the theft or misappropriation of trade secrets a Federal criminal offense.  Trade secrets include business, scientific, technical, engineering, and economic information (i.e., patterns, compilations, programs, methods, processes, and codes whether tangible or intangible).

C.1.5.2.  Reference (q) imposes up to a 15-year prison term and/or $500,000 fine for any person, or $10 million fine on any organization that steals or destroys a trade secret with the intent to benefit a foreign power.  Penalties may also be imposed on an individual or corporation if the theft of the information is intended to economically benefit anyone other than the owner of the trade secret or injure the owner of the trade secret.  Reference (q) also requires courts to endeavor to minimize further disclosure of the trade secret during the pendency of the prosecution in order to encourage victims to report theft.

C.1.5.3.  The theft or misappropriation of U.S. proprietary information or trade secrets, especially to foreign governments and their agents, directly threatens the economic competitiveness of the U.S. economy.  Increasingly, foreign governments through a variety of means, actively target U.S. businesses, academic centers, and scientific development to obtain critical technologies and thereby provide their own economies with an advantage.  Industrial espionage by both traditionally friendly nations, as well as recognized adversaries has proliferated throughout the 1990s.

C1.6. -- Information Reporting Requirements

Incidents of loss, compromise, or theft of proprietary information or trade secrets, to include CPI, shall be immediately reported, in accordance with DoD Instruction 5240.4, DoD Directive 5200.1, and Section 1831 et seq. of 18 U.S.C. (references (r), (s), and (q)).  Such incidents shall be immediately reported to the DSS, the Federal Bureau of Investigation, or the applicable Military Department CI service.  If the theft of trade secrets or proprietary information might reasonably be expected to affect DoD contracting, DSS should notify the local office of the Defense Criminal Investigative Service (DCIS).

C1.7. -- Program Protection Resource Directory

Program managers, and supporting security, intelligence, and CI activities, should refer to AP1.  Appendix 1 to obtain information on offices of subject matter experts.

C2.  Chapter 2

Program Protection Strategy

C2.1. -- General

C2.1.1.  The initial steps for planning program protection must be taken very early in the acquisition cycle to ensure protection of critical program information that makes the system or program unique.  That early effort will be a major factor in avoiding unnecessary and unforeseen program costs.  Protection planning begins before a program or system is designated an acquisition program.  Early definition will ensure that necessary personnel and fiscal resource requirements are identified for applicable funding consideration.

C2.1.2.  As the Government work force decreases, program protection planning may be outsourced and included in the contract.  That contract activity may include initial program and system evaluation as well as program protection planning that leads to specific countermeasures.  Early planning is necessary to ensure that funds are programmed and budgeted to provide the required contract support.

C2.1.3.  Program protection activities should not be delayed until a contract has been awarded.  Delays may result in the safeguards being difficult to accomplish at the later date or omitted from contractual agreements.  The initial determination of CPI must be factored into the initial development of the program’s overall acquisition strategy.

C2.2. -- Program Protection Strategy.

C2.2.1.  Generic procedures that each Agency must apply early in the acquisition cycle to ensure program protection requirements are properly addressed are depicted in figure C2.F1.  Those generic procedures must be tailored for the specific acquisition program or system being addressed.

C2.2.1.1.  Making program protection an integral part of the acquisition strategy starts with its inclusion early in acquisition planning.  That includes ensuring that the program management staff (whether or not a PM has been officially designated) has a representative who does the following:

C2.2.1.1.1.  Understands program protection planning.

C2.2.1.1.2.  Is able to identify resources that must be programmed.

C2.2.1.1.3.  Is tasked with supporting the program management staff with program protection expertise.

C2.2.2.  That identification and assignment should be accomplished during the early requirements reviews.  When program protection is outsourced, program protection requirements must be included in appropriate portions (e.g., SOW) of solicitations and resulting contracts.

C2.2.3.  The next step is to assist the program management staff in translating protection needs into a protection requirements plan.  That should be accomplished during the IPT process.  Acquisition strategy reviews may, depending on the size and complexity of the acquisition, require an acquisition plan, which, should detail the program protection requirements, funding, and the approach to meeting these requirements.

C2.2.4.  The final step in early activity is strategy implementation.  That will typically result in an event-based schedule to execute the acquisition strategy, to include actions that address program protection.  After that foundation, the program will proceed through the milestones and phases shown in Figure C2.F1.  The program protection activities, described in C3.  Chapter 3, are tailored and performed at each milestone to provide the required countermeasures during each of the acquisition phases.
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Figure C2.F1.-- Acquisition Program Schedule

C3. -- Chapter 3

Program Protection Planning

C3.1. -- General

C3.1.1.  Effective program protection planning is the process of identifying CPI and countermeasures to safeguard a system’s CPI at any time during the acquisition process.  CPI includes defense technologies and their support systems (e.g., test, simulation, and training equipment) being developed, as well as DoD-sponsored academic research data with potential military application.  To accomplish program protection objectives, each DoD acquisition program will be reviewed by the PM to identify CPI.  Not all acquisition programs will contain CPI.  The program protection planning process should address the following steps, unless it becomes clear that the acquisition program does not contain any CPI:

C3.1.1.1.  Identify and set priorities on those operational or design characteristics of the system that make it unique and result in the system providing superior mission capabilities.

C3.1.1.2.  Identify CPI related to system unique characteristics and their value to a foreign interest.

C3.1.1.3.  Identify specific program locations where CPI is developed, produced, analyzed, tested, maintained, transported, stored, or used in training.

C3.1.1.4.  Identify the intelligence collection threat to the program.  (Threat analyses are discussed in C4.  Chapter 4.)

C3.1.1.5.  Identify program vulnerabilities to specific threats at specific times and specific locations during each phase of the acquisition cycle.

C3.1.1.6.  Identify time -- or event-phased countermeasures to be employed by the PM to reduce, control, or eliminate specific vulnerabilities to the program to ensure a minimum level of protection for CPI.

C3.1.1.7.  Identify Anti-Tamper (AT) techniques required to protect CPI.

C3.1.1.8.  Identify elements that require classification and determine when and how long such controls should be employed.

C3.1.1.9.  Identify protection costs associated with personnel, products, services, equipment, contracts, or other areas used as part of program protection planning, countermeasures, or program security surveys.

C3.1.1.10.  Identify the risks and benefits of developing, producing, or selling the system to a foreign interest, as well as the methods used to protect the CPI if such an arrangement is authorized, and whether an export variant is necessary (see C5.  Chapter 5).

C3.1.1.11.  Identify contractual actions required to ensure that planned countermeasures are applicably applied by defense contractors at contractor locations (see C6.  Chapter 6).

C3.1.1.12.  Coordinate with PMs for supporting programs to ensure that measures taken to protect CPI among shared technologies are maintained at an equivalent level.

C3.1.2.  After completing the protection planning process, the PM must, with the support of applicable CI&SCM support activities, ensure implementation of planned countermeasures to protect the CPI at each location and activity identified in the protection planning process.  Action must also be taken to ensure that the plan is maintained and revised when applicable.

C3.2. -- Coordination

C3.2.1.  The PM has the responsibility for developing and implementing a PPP, which is normally accomplished through a WIPT.  Participation of several staff elements in and external to the program office is essential to successful development and implementation of an effective PPP.

C3.2.1.1.  The PM should ensure close coordination and cooperation between the security, foreign disclosure, intelligence, operations security, CI, and the program technical staffs during development of a PPP.  Involving those individuals in a protection planning WIPT provides that opportunity.

C3.2.1.2.  One or more local offices may provide assistance to a PM in the areas of security countermeasures, operations security, intelligence, and CI.  Those support activities, referred to as the CI&SCM support activities, serve as the primary liaison between the program office and both intelligence and CI agencies, as well as other security organizations; e.g., security staffs and law enforcement.

C3.2.2.  PMs shall identify and prioritize CPI for any component, subsystem, technology demonstrator, or other independent research program that is planned for incorporation into the PM’s program.  Additionally, the PM of the program using that technology shall ensure such CPI is addressed in the subsystem’s PPP.

C3.2.2.1.  The PM shall ensure the subsystem’s CPI is protected to at least an equivalent level as it is prescribed in the primary program’s PPP.

C3.2.2.2.  PMs of systems that incorporate subsystems that have not been reviewed to identify CPI shall request the sub-system program office to review their program and supply that information.  For supporting activities defined as acquisition programs, in accordance with DoD Directive 5000.1 (reference (b)), which have not developed a PPP to protect CPI, the PM incorporating the technology in question must request the subsystem program office to provide a PPP approved by the sub-system PM.

C3.2.3.  The purpose of those coordination activities is to ensure effective implementation of a PPP, and that it focuses on essential elements (CPI) of a program, minimizes costs and administrative burdens, and avoids duplication of effort.

C3.2.4.  Protection of an acquisition program’s CPI should be revised by the DoD Component when it is recognized that a shortcoming exists in the protection measures called out in a PPP.

C3.3. -- Program Protection Plan (PPP)

C3.3.1.  The PPP for an acquisition program should serve as the single source document used to coordinate and integrate all protection efforts designed to deny access to CPI to anyone not authorized or not having a need to know and to prevent its inadvertent disclosure to foreign interests.  A PPP is not required for programs that have completed the acquisition process or are fully deployed and/or in full production.  However, if upgrades and evolutionary development contain CPI, then the need for a PPP addressing those specific issues should be reevaluated.

C3.3.1.1.  The PPP for an acquisition program should be established and approved by the PM as soon as possible after validation of the Mission Needs Statement and the determination that CPI exists.  If determined that CPI does not exist for a program, a PPP is not required.  The PM makes this determination in writing for review by the MDA.

C3.3.1.2.  As a minimum, a PPP should be provided to and reviewed by the MDA (or designated representative) during the Milestone I Review or when the program enters the acquisition process.  The MDA will include appropriate actions in the Acquisition Decision Memorandum.

C3.3.2.  Preparation and implementation of a PPP relies on effective application of risk management methodology, not risk avoidance.  Costs associated with protecting CPI should be a balance of protection costs against potential impact if it is compromised.

C3.3.3.  In accordance with DoD Directive 5200.39 (reference (e)), a PPP is not required for all acquisition programs.  When a PPP is required, the following sections describe the process that may be used to prepare the PPP.

C3.3.3.1.  Any programs, products, technology demonstrators, or other item developed as part of a separate acquisition process as a component or subsystem of the program should have their PPP reviewed by the parent program MDA during the supported program’s Milestone Review.

C3.3.3.2.  Effectiveness of the PPP is highly dependent upon the quality and currency of information available to the program office.

C3.3.3.2.1.  Coordination between the program office and the CI&SCM supporting activities is critical to ensure that any changes in the system’s CPI, threat, or environmental conditions is communicated to the proper organizations.

C3.3.3.2.2.  Intelligence and CI organizations supporting the program protection effort are encouraged to supply information on adverse foreign interests to the program office without waiting for a periodic production request once the initial list of the program CPI has been received.

C3.3.4.  The PPP will be classified when the content of the plan dictates.

C3.3.5.  The degree of detail in the PPP should be limited to that information essential to define the CPI, provide background that led to the selection of the CPI, and to provide an executable plan for implementing the required countermeasures.

C3.3.6.  The DoD Components do not need to mandate a specific format for PPPs.  Each PPP should address the following items:

C3.3.6.1.  System and program description.

C3.3.6.2.  List of CPI to be protected in the system or program.

C3.3.6.3.  Threats to CPI.

C3.3.6.4.  Vulnerabilities of CPI to threats.

C3.3.6.5.  TACP or similar document should be a part of the PPP for all acquisition programs with international involvement.

C3.3.6.6.  Classification guides.

C3.3.6.7.  Countermeasures (e.g., AT techniques).

C3.3.6.8.  Protection costs.

C3.3.6.9.  Foreign disclosure.

C3.3.6.10.  Delegation of disclosure authority letter.

C3.3.6.11.  Foreign sales and co-production.

C3.3.6.12.  Follow-on support.

C.3.3.6.13.  Export licensing requirements.

C.3.3.6.14.  Militarily Critical Technology List (MCTL).

C3.3.7.  To prepare the PPP, the PM will establish a WIPT that will do the following:

C3.3.7.1.  Perform a “functional decomposition” of the system, whereby major functions and capabilities are identified and related to the technology or information that makes the system unique and result in the system providing superior mission capabilities.

C3.3.7.2.  Determine the value of the technologies, information, and systems in terms of military capabilities or technological superiority.

C3.3.7.3.  Identify any unique fabrication or manufacturing processes that allows a foreign interest to duplicate or apply the technology.

C3.3.7.4.  Identify foreign availability of similar systems and technology.

C3.3.7.5.  Identify arms control susceptibility and potential impacts.

C3.3.7.6.  Describe the foreign intelligence collection threat.

C3.3.7.7.  Conduct a risk versus gain analysis when foreign access, participation, or sales are recommended.

C3.3.7.8.  Define criteria for a damage assessment if CPI is compromised.  The PM should consult with individuals who know the industrial and scientific capabilities of foreign interests to determine if they can use or sell the CPI.

C3.3.7.9.  Assist with preparing the intelligence request and interpreting the MDCI analysis prepared by the Component-level intelligence center.

C3.3.7.10.  Serve as the primary liaison between the program office, supporting CI and security support activities, Component intelligence analysis agencies, CI organizations, and local and Federal law enforcement agencies.

C3.3.8.  Specific guidance on topics to be addressed in a PPP is provided in sections C3.4. through C3.10., below, and in C4., C5., and C6.  Chapters 4, 5, and 6.

C3.4. -- System and Program Descriptions

C3.4.1.  System Description.  Since most acquisition programs combine existing, proven technology as well as information with state-of-the-art technology, the system description included in a PPP should provide the reviewer with a clear indication of the capabilities and limitations of the system being acquired, including simulators, and other supporting equipment.  The purpose of the system description is to set the stage for identifying CPI.  The system description should discuss the following:

C3.4.1.1.  Anticipated battlefield employment of the system, along with the strategic, operational, or tactical impact of the system.

C3.4.1.2.  Specific characteristics that distinguish the system from existing systems or from other systems under development, or that provide the system with unique operational or performance capability.

C3.4.2.  Program Description.  That should include a short summary of the organization and structure of the office responsible for developing and fielding the acquisition system.  Early in the acquisition process, that information may be somewhat limited.  Detail should be added as the structure and participants in the program are identified and as their role in program protection activities becomes known.  The program description should briefly describe the following:

C3.4.2.1.  The acquisition program chain of command, including the MDA for the program and subprograms.

C3.4.2.2.  The locations, POCs, and telephone numbers of Government-owned sites that will handle, store, or analyze CPI-related material.

C3.4.2.3.  The locations, POCs, and telephone numbers of Government-owned test and evaluation centers where CPI-related material will be tested.

C3.4.2.4.  The corporate name, locations, POCs, and telephone number of primary contractors who handle or have access to CPI-related materials.

C3.4.2.5.  The location, POCs, and telephone numbers of contractor-owned facilities, other than those identified in paragraph C3.4.2.4. above, where CPI-related material will be tested.  Those locations may include subcontractors, vendors, or other non-Government locations.

C3.5. -- Critical Program Information (CPI)

CPI is comprised of those program elements that make the system unique and valuable to U.S. military forces.  CPI consists of those items that, if known and exploited, will cause a degradation of the system’s combat effectiveness, decrease its combat-effective life span, or significantly alter program direction.  CPI are those specific elements of information or technology that provide U.S. forces the advantage on the battlefield.  As such, CPI is the foundation upon which all protection planning for the program is based, and around which all countermeasures are implemented.

C3.5.1.  CPI are components; engineering, design, or manufacturing processes; technologies; system capabilities and vulnerabilities; and other information that give the system its unique capability on the battlefield or limit the ability of other countries to reproduce the essential capabilities or mission.

C3.5.2.  To develop the list of CPI, the WIPT will perform a “functional decomposition” of the program or system, as follows:

C3.5.2.1.  That process starts by analyzing the program or system description and those specific components or attributes that give the system its unique operational capability.

C3.5.2.2.  That type of analysis is performed on each subcomponent until a specific element is associated with each system function.

C3.5.2.3.  Once those components are isolated, the PM should evaluate their potential as CPI by applying the following questions:

C3.5.2.3.1.  If a foreign interest obtained that item, could a method be developed to kill, degrade, neutralize, or clone the U.S. system?

C3.5.2.3.2.  If a foreign interest obtained that item, could an advanced method (second generation) be developed that exceeds the capability (first generation) of the U.S. system?

C3.5.2.3.3.  If a foreign interest obtained that item or information, would the U.S. system need major modification to maintain its strategic or tactical advantage on the battlefield for the system’s projected operational lifetime?

C3.5.2.4.  An affirmative answer to any of those questions will qualify the item as “CPI.”

C3.5.3.  In addition to the elements organic to the system, the PM should consider any engineering process, fabrication technique, diagnostic equipment, simulator, or other support equipment associated with the system for identification as a possible CPI.  Special emphasis should be placed on any process that is unique to the system being developed.  The PM and program engineer should evaluate each area and identify any activity unique to the U.S. industrial and technological base that limits the ability of a foreign interest to reproduce or counter the system.

C3.5.4.  Once candidate CPI has been identified, further refinement is necessary.  Key considerations in that refinement are as follows:

C3.5.4.1.  Describe CPI in terms understandable by those not in the scientific or engineering field (e.g., use terms from the MCTL or National Disclosure Policy).  The fact a particular technology is on a technology control list does not mean that technology is a CPI.

C3.5.4.2.  Provide specific criteria for determining whether CPI has been “lost” or “compromised.”

C3.5.4.3.  Indicate any CPI related to a treaty-limited item.

C3.5.4.4.  Indicate if this CPI is being used by any other acquisition program or system.

C3.5.4.5.  Prioritize CPI to ensure that the most important information is emphasized during protection cost analysis.  That process addresses the following two questions:

C3.5.4.5.1.  What is the extent to which the CPI could benefit a foreign interest.

C3.5.4.5.2.  How difficult it is for a foreign interest to exploit the information.

C3.5.5.  CI&SCM support activities and program protection staff elements should assist the PM in completing that task.

C3.6. -- Foreign Intelligence Collection Threat

C3.6.1.  Foreign intelligence collection threat data used by the program office in planning protection for the CPI should be based upon a National-level intelligence estimate known as a “MDCI threat assessment.”

C3.6.1.1.  The MDCI is prepared and produced as a stand-alone document by the applicable DoD Component intelligence or CI analysis center (see C4.  Chapter 4).

C3.6.1.2.  The MDCI threat assessment should not be confused with a system battlefield threat assessment.  The MDCI analysis is directed at foreign interests having a requirement and capability to collect information about the system being developed.  Additionally, sudden changes in the anticipated operational threat should be reviewed as they occur to determine if the change is due to successful intelligence collection.

C3.6.1.3.  The PM and WIPT should compare results of the MDCI threat assessment with the CPI and vulnerabilities to determine the level of risk to the program.

C3.6.1.4.  The WIPT should integrate environmental factors and arms control related threats, where applicable, into the MDCI threat assessment that might reduce the ability of a foreign interest to collect information at a given location.

C3.6.2.  A threat exists when a foreign interest has a confirmed or assessed requirement for acquiring specific classified or sensitive defense information, or proprietary commercial information; a foreign interest has the capability to acquire such information; and/or the acquisition of such information by the foreign interest would be detrimental to U.S. interests.

C3.6.3.  Confirmed or assessed identification of foreign collection requirements will provide indications of probable sources and methods that might be employed to satisfy a collection requirement.

C3.6.4.  The applicable CI&SCM support activity should assist the program office in preparing the intelligence collection requirements and intelligence production request to the applicable DoD Component intelligence or CI analysis center.

C3.6.4.1.  CI&SCM support activities should expedite the request to the intelligence center that will normally support the PEO from the program’s lead DoD Component.

C3.6.4.2.  An information copy should be sent to the intelligence analysis center of any other DoD Component involved in the program to facilitate a single and unified position on the collection threat.

C3.7. -- Vulnerabilities

C3.7.1.  A vulnerability is the susceptibility of a program to a threat in a given environment.

C3.7.2.  Vulnerabilities to the program’s CPI should be based upon one or more of the following:

C3.7.2.1.  How CPI is stored, maintained, or transmitted (e.g., electronic media, blueprints, training materials, facsimile, and modem).

C3.7.2.2.  How CPI is used during the acquisition program (e.g., bench testing and field testing).

C3.7.2.3.  What emanations, exploitable signals, or signatures (electronic or acoustic) are generated or revealed by the CPI (e.g., telemetry, acoustic energy, or radiant energy).

C3.7.2.4.  Where CPI is located (e.g., program office, test site, contractor, or vendor).

C3.7.2.5.  What types of OPSEC indicators or observables are generated by program or system functions, actions, and operations involving CPI.

C3.7.3.  Identified vulnerabilities will be prioritized by the PM.

C3.7.3.1.  Prioritization should be based upon the consequences if CPI is lost or compromised and the level of difficulty for a foreign interest to exploit the information.

C3.7.3.2.  Factors to be considered include the adverse impact on the combat effectiveness of the system, the effect on the combat-effective lifetime, and the cost associated with any modifications required to compensate for the loss.

C3.8. -- Countermeasures

These are measures employed to eliminate or reduce the vulnerability of CPI to loss or compromise, and include any method (e.g., AT techniques) that effectively negates a foreign interest’s capability to exploit a CPI vulnerability.

C3.8.1.  Countermeasures should be developed to eliminate vulnerabilities associated with an identified threat to CPI based upon the MDCI threat assessment.

C3.8.1.1.  Countermeasures should be applied in a time-or event-phased manner.

C3.8.1.2.  Countermeasures should not be implemented until they are required.  They should be terminated or reduced as soon as practicable after the threat, CPI, or environmental changes lead to a reduction or elimination of the vulnerabilities or negation of the threat.  For example, arms control countermeasures might be implemented only while the facility is vulnerable to an arms control treaty mandated inspection or overflight by foreign inspectors.

C3.8.2.  PMs should establish a countermeasures program based upon threat, risk, and vulnerability assessments.

C3.8.2.1.  Those assessments should focus on costs associated with applicable countermeasure application or implementation, compared to the risk associated with loss or compromise of the CPI.

C3.8.2.2.  The threat, risk, and vulnerability assessment prepared by the program office is for internal use only.  PM approval of the PPP should consider the assessment.  The assessment will not be included as an enclosure, annex, or chapter of the PPP.

C3.8.2.3.  In the countermeasures section of the PPP, the PM should justify why any CPI does not have countermeasures developed to reduce, control, or eliminate a vulnerability.

C3.8.3.  If the acquisition program does not have an assigned or contracted security organization, the applicable CI&SCM support activities should assist the program office in developing a draft countermeasures concept, based upon the PM’s guidance.  In either case, the PM should designate an element of the program office as responsible for implementing the countermeasures concept.

C3.8.4.  The goal of the countermeasures concept section is the establishment of a protection baseline.

C3.8.4.1.  There should be a commitment to a minimum level of protection to ensure safeguarding CPI.

C3.8.4.2.  The minimum level of effort and cost should be based on the PM’s final estimate of the current intelligence collection threat to the program or system.

C3.8.5.  There is no specific format for the presentation of the countermeasures concept by DoD Components.  As a minimum, the countermeasures concept section should be the result of the following analyses for each countermeasure:

C3.8.5.1.  Why was it selected?

C3.8.5.2.  When and how will it be implemented or increased?

C3.8.5.3.  When, how, and why will it be terminated or reduced?

C3.8.5.4.  How much is the countermeasure expected to cost?

C3.8.5.5.  Any differences in protection levels between facilities owned by the Government and by contractors, especially for test facilities, and the reasons for the difference.

C3.8.6.  Arms control countermeasures recommended to eliminate or reduce vulnerabilities associated with CPI, at government and contractor facilities, may not be waived while the affected facilities are vulnerable to arms control treaty inspections or overflights by foreign governments.

C3.8.7.  The requirement for contractor compliance with the PPP must be included in the Government’s solicitation and resulting contracts (see C6.  Chapter 6).

C3.8.8.  Training in acquisition system program protection and security awareness are integral parts of the countermeasures effort.

C3.8.8.1.  Following approval of the PPP, the PM should implement a training program to inform all program members of the efforts, procedures, and methods used to protect the program or system’s CPI and associated classified information.

C3.8.8.2.  Emphasis should be placed on the encrypted transmission of electronic messages, facsimile transmissions, and telephone transmissions relating to CPI.

C3.8.9.  Countermeasures are dynamic.  As the threat, CPI, or environment changes the countermeasures will also change.  Although formal updates and validation of the protection plan are only required at each Milestone Review, PMs should update their PPPs as system vulnerabilities change and thus reduce the cost and administrative burden on their programs.

C3.9. -- Security Classification Guide

C3.9.1.  Each classified acquisition program, product, or project shall develop a security classification guide, in accordance with DoD 5200.1-R (reference (g)).

C3.9.2.  The guide shall address each CPI, as well as other relevant elements of information requiring protection.  Besides elements of information that are classified, the guide shall address all unclassified controlled information,

C3.9.3.  All unclassified controlled information should be identified in the guide as “FOUO” as defined in DoD 5400.7-R (reference (l)) or with other approved markings to signify the information requires dissemination controls and that it may be exempt from mandatory disclosure.

C3.9.4.  The guide should become part of the PPP and will be reviewed and amended, when necessary, as part of each Milestone Review or as otherwise required by reference (g).

C3.10. -- Protection Costs

C3.10.1.  Cost data associated with countermeasures and other protection efforts should be compiled by the WIPT and tabulated by acquisition phase, and included in the PPP.  Cost accounting should exclude the standard costs required for operating with classified information and only address the costs specific to the implementation of the PPP.

C3.10.2.  Costs should be categorized by security discipline (e.g., physical security, personnel security, and industrial security) and type of cost (e.g., equipment, services, and personnel).

C3.10.3.  Cost data for each phase should be as specific as possible.  Additionally, cost data for the previous phase should be compiled and compared with the estimated target.  Significant differences between the projected and actual cost data should be explained.

C4. -- Chapter 4

Threat Assessment

C4.1. -- General

C4.1.1.  When an acquisition program containing CPI is initiated, the PM should submit an IPR as prescribed in subsection 2.2 of DoD 5000.2-R (reference (a)).

C4.1.2.  To determine the collection threat to an acquisition program, DoD Component intelligence or CI organizations need information that describes the candidate CPI and its projected use.

C4.1.3.  Protection of validated CPI in the acquisition program will be based on authoritative, current, and projected threat information.  The DoD Components will prepare initial MDCI threat assessments to support the program initiation, usually at Milestone I or when the program enters the acquisition process.

C4.1.4.  At a minimum, an MDCI threat assessment will include an evaluation of collection threats to specific program technologies, the impact if that technology is lost to the program, and identification of related foreign technologies that could impact program success.

C4.1.5.  An MDCI threat assessment will be updated and maintained throughout the acquisition process.

C4.1.6.  When gathering information to meet the needs described in this Handbook, intelligence and CI organizations must comply with DoD Directive 5240.1 and DoD Regulation 5240.1-R (references (m) and (n)).  Information gathered by non-intelligence community entities must comply with DoD Directive 5200.27 (reference (t)).

C4.2. -- Threat Analysis

C4.2.1.  An IPR should contain the following information before submission to the DoD Component CI and/or intelligence organization.

C4.2.1.1.  Program office, designator, and address.

C4.2.1.2.  PM’s name and telephone number.

C4.2.1.3.  POC’s name, address, and telephone number of the primary CI&SCM support activity.

C4.2.1.4.  Supporting or supported programs’ or products’ names, locations, and telephone numbers.

C4.2.1.5.  Operational employment role, if any.

C4.2.1.6.  List of candidate CPI.

C4.2.1.7.  Criteria for loss or compromise for each CPI data item.

C4.2.1.8.  Relationship to key technologies or other controlled technology lists of the Department of Defense or Department of Commerce.

C4.2.1.9.  Distinguishing traits or emissions; sight or sensor sensitivities; and methods of CPI transmittal, usage, storage, and testing.

C4.2.1.10.  Use of foreign equipment or technology during testing (if possible).

C4.2.1.11.  Anticipated foreign involvement in the development, production, or testing of the system.

C4.2.1.12.  Contractor names, locations, POC, and telephone numbers, as well as the identification of each CPI used at each location.

C4.2.1.13.  Reports of known or suspected compromise of CPI.

C4.2.2.  After the IPR is submitted, the Component CI and/or intelligence organization should provide a preliminary MDCI threat assessment to the program office within 30-days.  That preliminary assessment may be more generic and summarized than the final assessment.

C4.2.2.1.  That preliminary assessment should be based upon the DIA DIW-2400-731-93 collection capability matrices, and DIA PC-1830-14-93, technology threat matrices, and the National Counterintelligence Center’s Foreign Intelligence Threat Matrix Project (references (u), (v) and (w)).

C4.2.2.2.  The preliminary assessment will be limited in use, since it only provides an indication of which countries have the capability to collect intelligence on the system as well as the possible interest and/or intention to collect it.

C4.2.2.3.  The initial MDCI assessment may not be unique to the program or system, but may serve as the basis for the draft PPP.

C4.2.2.4.  A draft PPP should not be submitted by the program office for PM approval until a copy of the final MDCI threat assessment is returned from the applicable DoD Component CI and/or intelligence support activity and the results incorporated into the PPP.

C4.2.3.  While awaiting the return of the final MDCI threat assessment, the CI&SCM support activities should prepare the local collection threat supplement with the assistance of the supporting CI organization.  Any local threat information collected as part of that process should be sent expeditiously through applicable channels to the Component CI and/or intelligence organization for validation and possible inclusion in the final MDCI.

C4.2.4.  The MDCI threat assessment prepared by the Component-level, CI and/or intelligence organization should be returned to the requesting program office as soon as possible.  The goal is to return the final MDCI threat assessment to the PM within 120 days of receiving the IPR by the CI and/or intelligence organization.

C4.2.5.  At a minimum, the MDCI threat assessment should answer the following questions about CPI (within constraints of existing intelligence information and the need for prompt and timely reply).

C4.2.5.1.  Which foreign interests have an interest in the CPI; and, if known, why?

C4.2.5.2.  What capabilities does each foreign interest have to collect intelligence information on the CPI at each location identified by the program office?

C4.2.5.3.  Does evidence exist to show that any program CPI has been targeted?

C4.2.3.4.  Has any CPI been compromised or lost (as defined by the program office), by either overt or covert means?

C5. -- Chapter 5

Technology Assessment and Control Plan (TACP)

C5.1. -- General

C5.1.1.  This Chapter supplements the policy in DoD Directive 5530.3 (reference (k)) and is not designed to replace nor supersede that Directive.  During a conflict in policy between this Chapter and reference (k), the policy prescribed in reference (k) shall apply.

C5.1.2.  The TACP, or similar document, should be a part of the PPP for all acquisition programs with international involvement.

C5.2. -- Purpose

The TACP should be used to do the following:

C5.2.1.  Assess the feasibility of U.S. participation in joint programs from a foreign disclosure and technical security perspective.

C5.2.2.  Prepare guidance for negotiating the transfer of classified information and critical technologies involved in international agreements.

C5.2.3.  Identify security arrangements for international programs.

C5.2.4.  Provide a basis for the DDL that contains specific guidance on proposed disclosures.

C5.2.5.  Support the acquisition decision review process.

C5.2.6.  Support decisions on foreign sales, co-production or licensed production, commercial sales of the system, or international cooperative agreements involving U.S. technology or processes.

C5.2.7.  Support decisions on the extent and timing of foreign involvement in the program, foreign sales, and access to program information by foreign interests.

C5.3. -- Content

The TACP is composed of four sections; the “Program Concept,” the “Nature and Scope of the Effort and the Objectives,” the “Technology Assessment,” and the “Control Plan.”  Those TACP subsections are the basis for preparing the DDL.

C5.3.1.  Program Concept.  This section requires a concise description of the purpose of the acquisition program.  It should describe, in the fewest words possible, the purpose of the system and the system threat or the military or technical requirements that created the need for the system.  The description must be consistent with the PPP.

C5.3.2.  Nature and Scope of Effort and the Objectives.  This section briefly explains the operational and technical objectives of the program (e.g., co-production, cooperative research and development) and discusses any foreign participation or involvement.  If foreign participation or involvement or the release of information to support potential foreign sales is considered likely, the phasing and disclosures at each phase should be described briefly.  The POC for all aspects of the TACP must be identified, including address, telephone numbers, and facsimile numbers.

C5.3.3.  Technology Assessment.  The third section is the most important part of the TACP.  It describes conclusions regarding the need for protective security measures; the advantages and disadvantages of any foreign participation in the program, in whole or in part; and foreign sales.  That assessment must be specific concerning the phased release of classified and unclassified information that supports potential foreign involvement and foreign sales.  Since preparation of this section requires a joint effort involving program management, security, intelligence, and foreign disclosure personnel, it may be a task for the WIPT.

C5.3.3.1.  When the TACP is prepared in the early stage of program protection planning, emphasis will be placed on describing the value of the technology and systems in terms of military capability; economic competitiveness of the U.S. industrial base and technology; susceptibility to compromise; foreign availability; and likely damage in the event of compromise.

C5.3.3.2.  In all cases, this analysis must result in a conclusion on whether a cooperative program, co-production, or foreign sale will result in clearly defined operational or technological benefits to the United States that are expected to outweigh any damage that might occur if there should be a compromise or unauthorized transfer.  Specific reasons must be provided.

C5.3.3.3.  The assessment must identify and explain any critical capability, information, or technology that must be protected.  It may reveal that an adjustment to program phasing is necessary so critical information is released only when absolutely needed.  It should identify any CPI that may not be released due to the impact on the system’s combat effectiveness.  Additionally, it will identify the need for special security requirements to be adopted such as a program-specific security plan to govern international involvement.  Finally, the assessment must evaluate the risk of compromise, based on the capability and intent of foreign participants or purchasers to protect the information, and the susceptibility of the system to compromise if not protected.

C5.3.3.4.  The assessment must also discuss any known foreign availability of the information, system, or technology involved; previous release of the same or similar information, system, or technology to other countries; and, when foreign involvement or sales are recommended, its release to other participants.

C5.3.4.  Control Plan.  The fourth section, together with the technology assessment, provides the basis for guidance on negotiating technical and security aspects of the program, and development of disclosure guidelines for subsequent sales and foreign participation in the program.

C5.3.4.1.  The Control Plan must describe actions that are to be taken to protect U.S. interests when foreign involvement or sales are anticipated.  Those actions must be specific and address specific risks, if any, as discussed in the technology assessment.  Actions might include withholding certain information, stringent phasing of releases, or development of special security requirements.

C5.3.4.2.  The plan should also identify any design or engineering changes that may be necessary or desirable to ensure the protection of CPI.

C5.3.4.3.  The plan should describe how security provisions of an agreement and/or applicable regulations are to be applied to the specific program, agreement, or sale.

C5.3.4.4.  In preparation of the Control Plan, special consideration must be given to the export restrictions on sensitive technologies and materials amplified in DoD Instruction S-5230.28 and the National Information Disclosure Policy Committee Policy Statement, “Foreign Release of Low Observable and Counter Low Observable Information and Capabilities (U)” (references (x) and (y)).

C5.3.5.  DDL.  The PM must prepare a DDL as part of a recommendation for foreign involvement, disclosure of the program to foreign interests, request for authority to conclude an international agreement, or a decision to authorize foreign sales.

C5.3.5.1.  The DDL should provide detailed guidance on releasability of all elements of the system, to include its technology and associated information.

C5.3.5.2.  Until the DDL has been approved by both the originating authority and the Office of the USD(P), there should be no promise to release or actual release of sensitive information or technology.

C5.3.5.3.  The DDL should be reviewed by the program office and the applicable designated disclosure authority pursuant to DoD Directive 5230.11 (reference (j)) to ensure that all transfers of equipment or information by the Government or U.S. industry personnel comply with the TACP, DoD Directives 2040.2, 5230.11, and 5530.3 (references (i), (j), and (k)), and the applicable DoD or Component security policies and procedures.

C6. -- Chapter 6

Contracting and Resources

C6.1. -- Early Coordination

As discussed in C2.  Chapter 2, program protection should be a subject for early coordination with the program management cadre and contracting personnel to ensure that contractual documents contain the applicable program protection requirements.  The cadre should estimate the expected range of program protection requirements and ensure that the acquisition planning documents address program protection and include estimates of needed resources.

C6.2. -- Precontract Award

The preaward phase includes pre-solicitation, solicitation, source selection evaluation, and other preaward activities.

C6.2.1.  Acquisition organizations generally have local instructions and related checklists to aid the program management staff in completing the actions necessary to arrive at a legal and successful contract.  Such instructions and checklists should be written to address program protection activities and requirements.

C6.2.2.  Program protection requirements must be defined early enough to be included in the draft RFP (if any) and the RFP.

C6.2.2.1.  The initial program management cadre, with the assistance of the program protection POC, will provide the responsible contracting office with information that describes the nature and extent of program protection requirements that must apply to the contemplated contract and estimates for the resources necessary to contractually execute the program.  See the information listed in subsection C3.3.6.

C6.2.2.2.  That information will be used to prepare the program protection section for inclusion in the RFP.  A repetitive process will probably be necessary to complete the RFP with a final review of the RFP occurring prior to release to private industry.

C6.2.3.  Once the proposals are submitted in response to the RFP, they will be evaluated using specified source selection criteria.  The resulting evaluation should address the proposed ways of satisfying program protection requirements.  The evaluation should also consider the cost to execute each of the proposed approaches to program protection.

C6.2.4.  Approaches in the selected contractor’s proposal documents must be incorporated into the contract before award.  Action must be taken to ensure that the program protection provisions in the proposal are fully implemented by the contract.

C6.3. -- Post Contract Award

C6.3.1.  It is not unusual for modifications to be made to the contract to reflect changing fiscal realities or other fact-of-life changes.  As with the pre-award actions, the organization’s program protection representative must continue to actively work with the initial program management cadre and the contracting office if program protection changes are required.

C6.3.2.  Post award orientation meetings are conducted to identify and highlight specific items of interest that are pertinent to contract execution.  The government’s interest in and expectations regarding the contractor’s rigorous compliance with the contract’s program protection requirements may be emphasized in this forum.

C6.3.3.  A primary post award activity is “baselining” the contract.  Program protection actions must be addressed in this activity and, if applicable, be identified as a reportable item in the baseline.

C6.3.4.  The COR is formally identified during the post award activities and becomes the key focal point, along with the PM, for administering contract requirements, including program protection.  Both the COR and the PM need to understand program protection as important to successful achievement of the program cost, schedule, and performance objectives.

C6.4. -- Contractor Performance Monitoring

C6.4.1.  The COR, along with the PM and contracting officer (CO), will continue to be important in ensuring that program protection requirements are accomplished, particularly if there are any modifications to the contract.  The program protection POC should monitor performance, and schedule of program protection activities.  As part of the PM staff, the POC should work through the PM, COR, and CO in accomplishing program protection goals.

C6.4.2.  Planning for performance monitoring begins with RFP activities, preaward issues, and continues with the contract baselining and any necessary rebaselining.

C6.4.3.  The contract baseline, once documented, will be the prime performance measurement tool.  That baseline will be compared with periodic performance reports which address work accomplished and may address costs incurred, and task funding.  Any program protection action identified as necessary in preliminary acquisition planning activities, the RFP, or any document relating to a statement of work to be accomplished should be considered for identification as a “reportable item” when the work breakdown structure is developed.

C6.5. -- Contractor Costs

To properly support contract activities, program protection costs must be identified as part of the initial program definition and structuring.  That is then used in the early contract development process, starting with drafting of the RFP.

C6.5.1.  Cost estimates should be identified by category (e.g., personnel, products, services, and equipment).  Information systems may be an additional category.

C6.5.2.  Within each category of protection costs, the items should be further identified by security discipline (e.g., physical security, personnel security, industrial security, information security, and operations security).

C6.5.3.  Costs for implementing standard industrial security and DoD security countermeasures are typically included in the overhead portion of contractor costs and in level of effort costs for DoD Agencies.  Those costs should not be included in the PPP since they are not additive costs to the acquisition program.  The baseline for the standard security infrastructure should be determined before determining program-specific protection costs.

C6.6. -- Providing Documentation to the Contractors

C6.6.1.  The PM, in coordination with the program protection POC and the contracting officer, must determine when prime contractors, and subcontractors supporting the protection effort, need access to CPI documentation.

C6.6.2.  When a contractor is to be granted access to sensitive information, the contract will provide authorization for access to contractor facilities by the responsible government industrial security office (DSS or the Service cognizant security authority).  That authorization is necessary to permit surveys, inspections, advice or assistance visits, or inquiries, which are necessary to ensure protection of the sensitive information and implementation of program protection activities at prime and subcontractor facilities.

C6.6.3.  When possible, applicable threat information should be shared with cognizant contractor personnel to ensure their understanding of the threat.

C6.7. -- Support From Cognizant Government Industrial Security Offices

The contract’s DD Form 254, “DoD Contract Security Classification Specification,” should specifically identify protection assessments and reviews to be conducted by the responsible Government industrial security office (e.g., DSS).  Organizations conducting those reviews should:

C6.7.1.  Conduct or participate in reviews and assistance visits at contractor facilities and contractor activities at Government facilities.  Reviews at contractor facilities in the United States assess compliance with contractually imposed program protection measures, when contract provisions authorize such reviews and visits.

C6.7.2.  Disseminate evaluation reports to appropriate acquisition program officials (e.g., PEOs, PMs, and user organization officials).  Unless specifically prohibited, PMs should provide reports to key contractor personnel supporting the acquisition effort.

C7.  Chapter 7

Execution of the PPP

C7.1. -- General

C7.1.1.  The acquisition PM has the primary responsibility for PPP execution.  Specific functions and actions may also be assigned to supporting security, CI, and intelligence organizations as well as supporting acquisition organizations and defense contractors.

C7.1.2.  Proper PPP execution depends on allocation of resources for planned countermeasures, and communication of the countermeasures plan to applicable contractors, as well as the acquisition, security, CI, and intelligence activities supporting the program.

C7.2. -- Distribution of the PPP

C7.2.1.  Once the PPP is approved, the PM must ensure that all activities assigned actions in the plan are on the distribution list for the approved plan or for those portions pertaining to that activity.  Activities that should be considered for PPP distribution include the following:

C7.2.1.1.  Program contractors having CPI under their control.

C7.2.1.2.  Responsible Government industrial security offices (e.g., DSS offices supporting the program at contractor sites covered by the PPP).

C7.2.1.3.  DoD test ranges and facilities applying CPI countermeasures.

C7.2.1.4.  CI activities supporting program sites having CPI countermeasures applied.

C7.2.2.  If the PM and the supporting CI&SCM activities decide to limit the distribution of the entire PPP, at least the countermeasures portion should be distributed.

C7.3. -- Assessment of PPP Effectiveness

C7.3.1.  The PM, assisted by applicable CI&SCM activities, should assess PPP effectiveness, and the countermeasures prescribed therein, as part of the normal program review process.  Security surveys can be used to aid the PM in performing that assessment.

C7.3.2.  Such assessments should be planned using the overall program scheduling, the time phased arrival or development of CPI at specific locations, and the schedule for revising the PPP.

C8. -- Chapter 8

Standards for Security Operations at Acquisition Facilities

C8.1. -- General

C8.1.1.  This Chapter identifies minimum standards for facilities, including test ranges, laboratories, test beds, program offices, off-site testing locations, and demonstration sites, used to support the acquisition of systems.  That specifically includes all events related to DT&E, OT&E, live fire testing, combat and tactics development, requirements definition, laboratory experimentation, technology demonstrations, and the logistics support and initial training (system or unit) in preparation of OT&E of acquisition systems.

C8.1.2.  Standards discussed in this Chapter may also serve as guidance for DoD contractors and their facilities.  Contractor security requirements shall be as specified in the contract and standards in DoD 5220.22-M and DoD 5220.22-M, Supplement 1 (references (f) and (z)).

C8.1.3.  The period of greatest vulnerability for most systems, and the period providing the most opportune lead time for an adversary to exploit the information for countermeasure development or technological advantage, is when the system or its critical components are at acquisition facilities such as test and evaluation ranges or research and development laboratories.

C8.1.4.  While the PPP addresses the overall protection of a program’s CPI, special attention must be devoted to protecting CPI at acquisition facilities.  As a result, this chapter establishes minimum integrated protection features that should be available at each acquisition facility as part of the acquisition infrastructure.  Additional protection provisions to support a specific program should be considered “program unique.”  The PM is responsible for budgeting and funding those protection provisions based upon a risk assessment.

C8.1.5.  Development of minimum protection standards has the following two goals:

C8.1.5.1.  Establish an integrated, multitiered series of protective measures at facilities that will provide a uniform level of protection for programs that use the facility as a part of the acquisition infrastructure.

C8.1.5.2.  Establish a protection baseline that will allow the acquisition facility commander or director to identify deficiencies in the facility’s protection assets, or the inability to meet program-specific protection needs for acquisition programs that will use the facility.

C8.1.6.  All facilities will have resources necessary to satisfy minimum protection requirements for all supported programs.  Facility commanders and directors are responsible for providing a secure environment based upon the threat.  A facility POC should be designated to advise and assist program officials in the implementation of security procedures and plans to integrate program protection requirements into the facility’s security system.

C8.2. -- Minimum Protection Requirements

C8.2.1.  Each acquisition facility commander or director (see DoD Directive 5200.8 (reference (aa))), should do the following:

C8.2.1.1.  Ensure that facility protection plans are prepared.

C8.2.1.2.  Designate a program protection POC at the facility.

C8.2.1.3.  Establish working groups, which have the primary responsibility for liaison and integration of supported programs and their protection requirements into the facility protection planning process.

C8.2.1.4.  Provide a list and description of available countermeasures to protect CPI while the program is resident at the facility.

C8.2.1.5.  Implement internal facility security control and auditing procedures.

C8.2.1.6.  Develop quantitative standards for indicating the effectiveness of facility protection efforts.

C8.2.1.7.  Comply with provisions of DoD Directives and Component directives dealing with AIS, specifically addressing sabotage (including integrity and availability of data), inadvertent or unauthorized access, certification, and accreditation of the systems.

C8.2.1.8.  Identify and provide, as early as possible, continuous assessment of threats, vulnerabilities, and risks associated with the facility, as well as environmental factors that may contribute to facility vulnerabilities.

C8.2.1.9.  Conduct periodic reevaluations of facility protection programs to ensure that facility countermeasures are appropriate and sufficient to meet identified threats.

C8.2.1.10.  Ensure that facility contracts that involve supporting acquisition programs contain provisions that will include protection of both classified and sensitive, unclassified CPI that are released to the facility prime contractor and subcontractors.

C8.2.1.11.  Ensure that facility contracts supporting acquisition programs contain provisions that authorize the U.S. Government to conduct security surveys and assistance visits at contractor facilities to support the acquisition program.

C8.2.2.  Besides requirements for protecting classified information and CPI, the following will be protected at acquisition facilities:

C8.2.2.1.  Operational characteristics or other information for new or existing systems.

C8.2.2.2.  Information systems (e.g., modeling and simulation systems) or any other system for processing and transferring data that could compromise the acquisition effort.

C8.2.2.3.  Test results.

C8.2.2.4.  Telemetered or data-linked data or information from which CPI or operational characteristics can be inferred or derived through reverse engineering.  That includes data without scale, units of measure, or calibration (i.e., raw data).

C8.2.2.5.  Information pertaining to schedules of events during which the information in subparagraphs C8.2.2.1. through C8.2.2.4. can be vulnerable or available for targeting for unauthorized collection.

C8.2.2.6.  Communications (telephonic, radio, conversations, written, and briefings) and data transfer that can lead to knowledge by unauthorized collectors about the nature or presence of CPI in any acquisition event at any acquisition facility.

C8.3. -- Facility Protection Process

C8.3.1.  The facility’s program protection POC should do the following:

C8.3.1.1.  Prepare and maintain facility protection plans, which identify the minimum integrated protection features of the facility and listings of available countermeasures.

C8.3.1.2.  Advise and assist the PM’s staff with analysis and implementation of that portion of the PPP applying to the facility.

C8.3.1.3.  Establish liaison with local CI and law enforcement organizations to determine the status of the local threat to the facility, personnel, and supported programs.

C8.3.1.4.  Inform supporting program offices of the current threat status, any changes since the last update, and any other information required as information becomes available.

C8.3.1.5.  Conduct periodic evaluations of the facility protection plan effectiveness (and provide a sanitized copy of results to supported programs), and prepare a consolidated “lessons learned” document to assist with protection planning improvement.

C8.3.2.  Identify and explore alternatives to countermeasures described in the PPP if there is uncertainty as to whether protection resources identified in the PPP are available, in coordination with the PM and Component headquarters.

C8.4. -- Applicable Security References

Protection measures for acquisition facilities follow DoD guidance contained within the DoD directives, instructions, and regulations that apply to the security and CI disciplines.  These documents include the following:

C8.4.1.  Information system security, see DoD Directive 5200.28 (reference (bb)).

C8.4.2.  COMSEC, see DoD Directive C-5200.5 (reference (cc)).

C8.4.3.  Compromising emanations, see DoD Directive C-5200.19 (reference (dd)).

C8.4.4.  Industrial security, see DoD 5220.22-R; DoD 5220.22-M; and DoD 5220.22-M, Supplement 1 (references (ee), (f), and (z)).

C8.4.5.  Information security, see DoD Directive 5200.1, DoD 5200.1-R, DoD Directive 5230.24, and DoD Directive 5230.25 (references(s), (g), (ff), and (gg)).

C8.4.6.  Personnel security, see DoD 5200.2-R (reference (hh)).

C8.4.7.  Physical security, see DoD 5200.8-R (reference (ii)).

C8.4.8.  Protection during transportation and shipment, see AR 55-355/NAVSUPINST 4600.70/AFR 75-2/MCO P4600.14B/DLAR 4500.3 (reference (jj)).

C8.4.9.  Arms control security, see DoD Directive 5205.10 (reference (kk)).

C.8.4.10.  Certification and accreditation, see DoD Instruction 5200.40 (reference (ll)).

C8.5. -- Applicable Operations Security and Counterintelligence References

C8.5.1.  The effectiveness and coherence of applying security disciplines to threats facing an acquisition facility are enhanced by the application of CI analysis and OPSEC planning for the facility.  CI analysis and security surveys may help the security planner determine threats (e.g., operational, and collection) to the facility, and help identify vulnerabilities for information loss.

C8.5.2.  DoD guidance on those topics is provided in the following:

C8.5.2.1.  CI, see DoD Directive 5240.2 and DoD 5240.1-R (references (c) and (n)).

C8.5.2.2.  OPSEC, see DoD Directive 5205.2 (reference (mm)).

C9. -- Chapter 9

Horizontal Assessment and Protection

C9.1. -- General

The objectives of horizontal assessment and protection activities are to ensure the following:

C9.1.1.  Cost-effective application of similar systems protection efforts across a technology or technology area by coordination of requirements among the involved programs that are using similar technologies.

C9.1.2.  Accurate assessments of progress and periodic measurement of effectiveness of systems protection efforts.

C9.2. -- Horizontal Protection Requirements

DoD Components should establish processes and information systems needed to support horizontal protection activities.  The DoD Components should do the following:

C9.2.1.  Identify system enabling technologies and their other applications.

C9.2.2.  Review the classification guides of existing programs when developing PPPs to determine sensitivity of similar technologies in use or in development.  See DoD O-5200.1-I (reference (nn)).

C9.2.3.  Catalogue, analyze, group, and correlate protection requirements within approved PPPs for CPI and similar enabling technologies.  Distribute and make available the data collected for DoD use.

C9.3. -- Horizontal Protection Assessments

C9.3.1.  Assessments are provided to the PM for a technology area or technology thrust, on all cognizant programs.  Assessments should include the following subjects:

C9.3.1.1.  System enabling technologies and other applications of these same technologies.

C9.3.1.2.  Protection measures planned or provided.

C9.3.1.3.  Intelligence estimates of competitive foreign acquisition efforts.

C9.3.1.4.  Reports of completed investigations of compromises, espionage cases, and other losses.

C9.3.2.  The PM should ensure that applicable PPPs are modified based on conclusions of the assessments.

C9.3.3.  The ASD(C3I), in conjunction with the USD(A&T), will provide oversight regarding the effectiveness of overall systems protection efforts.

C9.4. -- Reporting Requirements

C9.4.1.  The DoD Components should share the following:

C9.4.1.1.  Decision documents based on horizontal assessments with the ASD(C3I) and the other DoD Components engaged in similar RDT&E.

C9.4.1.2.  Documentation describing associations across programs between system enabling technologies impacting horizontal protection.

C9.4.2.  Loss or theft of CPI are reported, as required in DoD Instruction 5240.4 (reference (r), through CI channels to the ASD(C3I).

C10. -- Chapter 10

Systems Security Engineering

C10.1. -- General

System Security Engineering (SSE) is an essential element of acquisition systems protection and is the vehicle for integrating security into the overall systems engineering process.

C10.2. -- Purpose

The purpose of SSE is to eliminate, reduce, or control through engineering and design, any characteristics that could result in the deployment of systems with operational security deficiencies.

C10.2.1.  During the system’s design phase, SSE should identify, evaluate, and eliminate or contain known or potential system security vulnerabilities at deployment and through demilitarization.

C10.2.2.  SSE should also address possible capture of the system by the enemy on the battlefield.

C10.2.3.  A key difference between SSE and program protection is that SSE addresses only those security threats against the system during deployment, operations, and support.

C10.2.4.  SSE involves the integration of security considerations into the systems engineering process to ensure the total system is evaluated for known or potential system vulnerabilities and that the system is cost-effectively designed to reduce the probability and severity of all security vulnerabilities.

C10.2.5.  SSE should be applied to new developments (including off-the-shelf and non-developmental items) and to modifications of existing systems to minimize the operational costs of protecting deployed systems.

C10.3. -- System Security Engineering Planning

C10.3.1.  The Systems Engineering Management Plan is a top-level management document that describes system engineering tasks.

C10.3.2.  The System Security Management Plan (SSMP) is a detailed plan outlining how the SSE Manager and the contractors are going to implement SSE.

C10.3.3.  It prescribes how security threat vulnerabilities projected for the operational environment will be “engineered-out” and appropriate countermeasures are “engineered-in” for protection of the weapon system.

C10.3.4.  The SSMP may be included in the System Engineering Management Plan or it may be a separate document.

C10.3.5.  The level of detail in these plans may vary depending on the criticality and complexity of the system.

C10.4. -- Military Standard 1785

MIL-STD-1785 (reference (oo)) contains the procedures for contracting for an SSE effort and an SSMP.  The format and contents of an SSMP are outlined in the appropriate Data Item Description listed in MIL-STD-1785.

C10.4.1.  Implementation requires contractors to establish an SSMP that identifies operational security vulnerabilities and to take action to eliminate or contain the associated risks based upon the level of risk acceptable to the PM.

C10.4.2.  Contracting Data Item Descriptions (DID) and Contract Data Requirements Lists (CDRL) may be tailored to the system in order to obtain contractor-produced plans or studies satisfying specific program needs.

C10.5. -- International Programs

The SSE concept includes assessment of any security criteria that currently precludes or will preclude international cooperative and/or foreign military sales programs.  Engineering and software alternatives, including export variants, that would permit such programs, should be identified and considered for use, where practical.

AP1. -- Appendix 1

DoD Program Protection Resource Directory

AP1.1.  The Acquisition Systems Protection Steering Group has assembled a DoD Program Protection Resource Directory.

AP1.2.  Information in Table AP1.T1 is provided to aid communications in and among the DoD Components meeting their responsibilities under DoD Directive 5200.39 (reference (f)).

	 
	Office of the Secretary of Defense
	Department of the Army
	Department of the Navy
	Department of the Air Force

	Program Protection Requirements
	ASD(C3I),
DASD (S&IO)
703-614-5995
DSN 224-5995
	HQ DA, DAMI-CHS
703-225-1599
DSN 329-1599
	SECNAV
C4I/EW/SPACE
703-602-2104
DSN 332-2104
	HQ USAF/XOFI
703-588-0004
DSN 425-0004

	AIS Security/
Computer Security
	 
	HQ DA, DISC4
703-604-7575
DSN 664-7575
	CNO-N643
703-601-1261
DSN 329-1261
	USAF
(AFCIC/SYIP)
703-588-6165
DSN 425-6165

	Communications Security
	ASD(C3I),
DASD (S&IO)
I&IA DIRECTORATE
703-693-6685
DSN 223-6685
	HQDA, DAMI-CHI
703-601-1966
DSN 329-1966
	CNO-N643
703-601-1261
DSN 329-1261
	USAF
(AFCIC/SYIP)
703-588-6165
DSN 425-6165

	TEMPEST
	 
	HQDA, DAMI-CHI
703-601-1966
DSN 329-1966
	CNO-N643D
703-601-1279
DSN 329-1279
	USAF
(AFCIC/SYIP)
703-588-6165
DSN 425-6165

	Industrial Security
	ASD(C3I),
DASD (S&IO)
703-695-9468
DSN 225-9468
	HQ DA, DAMI-CHS
703-601-1599
DSN 329-1599
	CNO-N09N2
202-433-8860
DSN 288-8860
	HQ USAF/XOFI
703-588-0010
DSN 425-0004

	Information Security
	ASD(C3I),
DASD (S&IO)
703-695-2686
DSN 225-2686
	HQ DA, DAMI-CHS
703-601-1599
DSN 329-1599
	CNO-N09N2
202-433-8842
DSN 288-8842
	HQ USAF/XOFI
703-588-0007
DSN425-0004

	Personnel Security
	ASD(C3I),
DASD (S&IO)
703-697-3965
DSN 227-3965
	HQ DA, DAMI-CHS
703-601-1599
DSN 329-1599
	CNO-N09N2
202-433-8844
DSN 288-8844
	HQ USAF/XOFI
703-588-0011
DSN 425-0004

	Physical Security
	ASD(C3I),
DASD (S&IO)
703-693-0290
DSN 223-0290
	HQDA,
DAMO-ODL/S
703-695-4210
DSN 225-4210
	CNO-N09N3
202-433-9077
DSN 288- 9077
	HQ USAF/XOFI
703-588-0004
DSN 425-0004

	Counter-intelligence Support
	ASD(C3I),
DASD (S&IO),
CI DIRECTORATE
703-697-9639
DSN 227-9639
	HQ DA,DAMI-CHI
703-601-1966
DSN 329-1966
	NCIS (CODE 003)
202-433-8800
DSN 288-8800
	HQ USAF/
OSI/XOQI
240-857-0313
DSN 857-0313

	Operations Security
	ASD(C3I),
DASD (S&IO)
703-697-4917
DSN 227-4917
	HQDA, DAMO-ODI
703-695-1866
DSN 225-1866
	CNO-N34
703-697-2524
DSN 227-2524
	HQ USAF/XOIWS
703-696-5832
DSN 426-5832

	Program Protection Planning
	ASD(C3I),
DASD (S&IO)
703-614-5995
DSN 224-5995
	HQ DA, DAMI-CHS
703-601-1599
DSN 329-1599
	SECNAV
C4I/EW/SPACE
703-602-2104
DSN 332-2104
	HQ USAF/XOFI
703-588-0004
DSN 425-0004

	Program Protection Surveys
	ASD(C3I),
DASD (S&IO)
703-614-5995
DSN 224-5995
	HQDA, DAMI-CHS
703-601-1599
DSN 329-1599
	SECNAV
C4I/EW/SPACE
703-602-2104
DSN 332-2104
	HQ USAF/XOFI
703-588-0004
DSN 425-0004


Table AP1.T1. -- Principal DoD Program Protection and Security Contacts

	
	 
	Ballistic
Missile Defense
Organization 
	Special
Operations
Command

	
	Program Protection Requirements
	BMDO DSCC/P
703-604-0145
DSN 664-0145
	USSOCOM
SOAL-MP
813-828-9417
DSN 968-9417

	
	AIS Security
(Info Assurance)
	BMDO DSCS
703-604-0098
DSN 664-0098
	USSOCOM-
C4I-AIS
813-828-3137
DSN 968-3137

	
	Communications Security
	BMDO DSCS
703-604-0098
DSN 664-0098
	USSOCOM-
SOIO-C4I-C
813-828-4212
DSN 968-4212

	
	TEMPEST
	N/A
	USSOCOM-
SOIO-C4I-IA
813-828-4630
DSN 968-4630

	
	Industrial Security
	BMDO DSCO
703-604-0092
DSN664-0092
	USSOCOM-
SOCS-SM
813-828-9092
DSN 968-9092

	
	Information Security
	BMDO DSCS
703-604-0098
DSN 664-0098
	USSOCOM-
SOCS-SM
813-828-5411
DSN 968-5411

	
	Personnel Security
	BMDO DSCO
703-604-0092
DSN664-0092
	USSOCOM-
SOCS-SM
813-828-4247
DSN 968-4247

	
	Physical Security
(Organization Security)
	BMDO DSCO
703-604-0092
DSN664-0092
	USSOCOM-
SOCS-SM
813-828-4190
DSN 968-4190

	
	Counterintelligence Support
	BMDO DSCC/P
703-604-0145
DSN 664-0098
	USSOCOM-
SOIO-IN-CISO
813-828-3755
DSN 968-3755

	
	Operations Security
	BMDO DSCC/P
703-604-0145
DSN 664-0145
	USSOCOM-
SOIO-IO
813-828-6899
DSN 968-6899

	
	Program Protection Planning
	BMDO DSCC/P
703-604-0145
DSN 664-0145
	USSOCOM
SOAL-MP
813-828-9417
DSN 968-9417

	
	Program Protection Surveys
	BMDO DSCC/P
703-604-0145
DSN 664-145
	USSOCOM
SOAL-MP
813-828-9417
DSN 968-9417


Table AP1.T1. -- Principal DoD Program Protection and Security Contacts (continued)

