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1. Introduction. 

a. Overview. State the purpose of the Computer Resources Lifecycle Management Plan (CRLCMP) and identify the system it addresses. 

b. Scope and Applicability. List the approved identification number, title, and if applicable, the abbreviation of the system or subsystems to which this CRLCMP applies. Also identify any interfacing systems or subsystems and their associated CRLCMPs. 

c. References. List the requirements documents (SON and SOC), program directives, regulations, instructions, standards, specifications, plans, and other related documents applicable to the program. 

2. System Concepts. 

a. Operational Concept. Briefly describe the mission of the system and how the system will be used to accomplish the mission with emphasis on computer resources. Identify system functions which are expected to require frequent change to accommodate changes in the operational environment. 

b. Support Concepts. Briefly describe the hardware support concept for the system. Identify the software support concept selected from attachment 8 and describe any exceptions.

3. System Description. 

a. Overview. State the purpose of the operational system and describe how the computer resources relate to the overall operational system. Include a brief description of the major functions performed by the computer resources. 

b. Computer Hardware. identify and briefly describe the character and functions of processors in the system. Defer details to appendix F. 

c. Computer Software. identify and briefly describe the functions to be implemented in software (including firmware). Defer details to appendix F.

4. Computer Resource Design. 

a. System Architecture and Integration. Identify the required hardware and software architectures for the system. Areas to be considered are: 

(1) Overall system architecture and integration. 

(2) Built-in-test and fault-tolerance. 

(3) Maintenance interfaces and test equipment. 

(4) Standard instruction set, high order languages, and multiplex bus. 

(5) Software structure and partitioning (mission versus system software). 

(6) Use of commercial off-the-shelf (COTS) hardware and software. 

b. Product Improvements. Identify parts of the system which will most likely require future expansion (memory size, processing capacity, number of interfaces, etc.). Estimate the most likely amounts of reserve capacity required at specific points in the system lifecycle. 

c. Software Development Tools and Environment. Identify and briefly describe required software development tools and their environment for usage. For each tool, include whether the tool is Government Furnished Equipment (GFE), Government Furnished Property (GFP), Government Furnished Software (GFS), commercially available, or contractor developed. 

d. Reusability. Identify and briefly describe any developed software, tools, or facilities that may apply to other current or future systems. 

e. Interoperability. Briefly describe any interoperability requirements for the system that are implemented in computer resources. 

f. Additional Design Constraints. Briefly describe additional performance and support constraints and considerations which must be translated into specified requirements. 

5. Organizational Roles, Responsibilities, and Relationships. 

Describe the functional interrelationships among the following organizations. For each organization, identify the major functions and responsibilities which relate to computer resources. 

a. Implementing Command. 

(1) Air Force Program Office. Engineering, test, quality assurance and evaluation, configuration management, etc. 

(2) Contractor. System engineering, software requirements analysis, design and coding, configuration management, quality evaluation, etc. 

(3) IV&V Agency or Contractor. 

b. Supporting Command. 

c. Operating Command. 

d. Using Command. If applicable. 

e. Participating Commands. 

(1) Testing. 

(2) Training. 

(3) Contract Administration. 

f. Other Agencies. Safety, security, public information, etc. 

6. Resources. 

a. Personnel. Identify Air Force personnel requirements related to developing, testing, and supporting the computer resources. Include, as applicable, special skills, training, staffing levels, and contractor support. A breakdown of requirements by activity and by type of personnel (military, civilian, contractor) and time phased staffing charts will be included. 

b. Facilities. Identify the Air Force facilities (buildings, laboratories, support facilities, test ranges, test facilities, etc.) required for developing, testing, and supporting the computer resources. Include the purpose, location, time requirements, responsibility for operation, cost, and tradeoff considerations for each facility. Include the plans for using: (1) existing facilities and capabilities (with or without modifications), (2) new facilities to be constructed, and (3) contractor-supported facilities will be included as applicable. 

c. Training. Identify training requirements related to developing, testing, and supporting the computer resources. Include schedule, duration, and location for required training. 

d. Hardware. Identify and describe the hardware required to develop, test, and support the computer resources. Include purpose, timing, locations, and acquisition strategy. Describe use of existing Air Force hardware as well as hardware to be developed or commercially available (e.g., laboratory equipment, operational computer, associated operational hardware, test equipment, general purpose computers, simulators, etc.). 

e. Software. Identify and describe the software required to develop, test, and support the computer resources. Include purpose, timing, locations, and acquisition strategy. Describe use of existing Air Force software as well as software to be developed or commercially available. 

f. Integrated Logistics Support (ILS). Identify ILS requirements related to developing, testing, and supporting the computer resources. 

7. Documentation: 

a. Types of Documents. Briefly summarize the documentation requirements for developing, testing, and supporting computer resources in the system. Identify specific documentation requirements including the physical media and format for delivery. 

b. Data Rights. Identify the provisions to ensure that the Air Force will have the rights to the delivered software and data to meet the support concepts and requirements. Include references to any required licensing agreements in this paragraph. 

c. Data Management. Describe the plans and procedures for security, preparation, update, and distribution of documentation. Include library controls, classification, storage, handling, and approval information.

8. Acquisition Management Practices: 

a. Software Development Strategy. Describe how the software development cycle will be used during development. 

b. Boards and Committees. Identify configuration control boards and other boards or committees which are created or exist for the management of computer resources during the acquisition phases. Describe responsibilities and interfaces. 

c. Configuration Management. Identify existing directives (regulations, operating instructions, technical orders, etc.) which will govern configuration management activities. Describe special procedures to be used for this system which are not reflected in existing directives. 

d. Documentation Review or Approval. Identify and briefly describe the standards, practices, and schedule for documentation review or approval applicable to the project. 

e. Reviews and Audits. Identify the scope, schedule, and participating organizations for computer resource related reviews and audits. 

f. Test and Evaluation. Describe the scope, schedule, and participating organizations for test and evaluation of computer resources. 

g. Software Quality. Describe the activities, tools, and responsibilities for Software Quality Evaluation (SQE). Describe the level, scope, and source of Independent Verification and Validation (IV&V) to be performed on software products. 

h. Security. Identify the responsibilities for security certification and accreditation to be performed prior to installation. Expand on AFR 205-16 requirements as necessary. The responsibilities of the various agencies involved should be addressed to ensure proper security certification and accreditation is performed. 

9. Transition Management Practices: 

a. Configuration Management. Identify existing directives (regulations, operating instructions, technical orders, etc.) which will govern configuration management activities. Describe changes to existing directives which are required for this system. Describe special procedures to be used for this system which are not reflected in existing directives. 

b. Turnover. Describe the activities associated with turnover of computer resources. List or describe the hardware and software to be turned over, and include a schedule. 

c. Support During Transition. Describe the activities required to provide computer resources support during the transition period. Include the organizations and associated responsibilities or providing support. 

d. Transfer. Describe the procedures for transfer of responsibility for computer resources. List or describe the hardware and software to be transferred, and include a schedule. For incremental transfer, include a schedule which describes the content and timing of each increment.

10. Deployment Management Practices: 

a. Boards and Committees. Identify configuration control boards and other boards or committees which are created or exist for the management of computer resources during the acquisition phases. Describe responsibilities and interfaces. 

b. Configuration Management. Identify existing directives (regulations, operating instructions, technical orders, etc.) which will govern configuration management activities. Describe changes to existing directives which are required for this system. 

c. Security. Identify special security handling procedures and the impact on operational support of the system. Expand on AFR 205-16 requirements as necessary. The responsibilities of the various agencies involved should be addressed to ensure proper security certification and accreditation is performed. Describe changes to existing directives which are required for this system. 

d. Training. Describe the activities, tools, and responsibilities for training personnel to successfully operate and support the system.

11. Schedules: 

a. Major Milestones. Identify the major milestones associated with the acquisition, transition, and support schedules of the system. Milestones applicable to the Air Force and those applicable to the contractor will be included. 

b. Contract Deliverable Schedule. Identify the schedule associated with contract deliverables. 

c. Support Capabilities. Identify the schedule for acquisition and achievement of initial operational capability (IOC) for the primary computer resource support capabilities.

12. Appendixes: 

a. Acronyms and Abbreviations. 

b. Glossary of Terms. 

c. List of Key Personnel. 

d. CRWG Charter. This appendix will contain a copy of the CRWG charter for the project. 

e. Risk Management Plan. This appendix will contain a risk management plan based on guidance contained in DoD 5000.2-R 

f. Detailed System Description. This appendix will contain the following information: 

(1) Processor Description. List and describe each processor in terms of its model, functions and location within the system. For each processor, include basic design information which describes its capacity (for example: memory size, throughput, input/output devices, etc.) and basic characteristics (processor architecture, software structure, etc.). Relate each processor to an overall diagram of the system. 

(2) CSCI Description. List and describe each CSCI within the system in terms of its function, resident processor, and internal storage media (for example: core, read-only memory, random access memory, bubble memory, etc.). Relate each CSCI to an overall diagram of the system. 

(3) CSDI Description. List and describe each CSDI for the system in terms of its constituent CSCIs. Include the means of distribution, and frequency of routine updates. 

g. Security Assistance. Identify the support impacts and responsibilities of any potential sale of the system to a foreign country.

[image: image5.png]TABLE 7C
LOGISTICS ELEMENTS AND ASSOCIATED SOFTWARE ISSUES

MAINTENANCE PLANNING

Software Maintenance Concept

Software Life-Cycle Support Plan

Pre-Planned Product Improvement

Source, Maintainability, Recoverability Coding
Contractor versus In-house Support

Transition Plan

MANPOWER/PERSONNEL

Contractor versus In-house
Military versus Civilian

Mix versus Enhanced Profile
Core Software Logisticians
Skill Mix

SUPPLY SUPPORT
Communication Transfer Media
Inventory Management
Configuration Management
Software and Firmware Cataloging
Software Re-use
Storage
Security
Licensing

SUPPORT EQUIPMENT
Computer-Aided Software Engineering (CASE) Tools
Integrated Support Facility
Depot versus Field
Simulation/Simulators
Actual Hardware

TECHNICAL DATA
Specifications/Documentation :
CALS Interface for Technical Data Transfer
Regulation Conflicts (Tech Order Data)
Failure Reporting






[image: image6.png]LOGISTICS ELEMENTS AND ASSOCIATED SOFTWARE ISSUES

TRAINING
System Operations

Software Logistics
Simulators/Trainers
Computer-Based Training Media
Human Factors

Failure Reporting

COMPUTER RESOURCES SUPPORT
Integrated Support Facilities
Support Environment
Security Partitioning
Computer Resources Logistics Support Planning/Documentation
Support Software

FACIL
In-house versus Contractor
Operational Location versus Depot
Foreign Military Sales Support
Security & TEMPEST Space Planning
Communications
Human Factors
Backup and Disaster Recovery Provisions

DESI RFE
Capacity — Memory/Throughput
Reliability/Maintainability/Safety
Support Level: Field versus Depot
Support: In-house versus Contractor
Firmware Interfaces
Life-Cycle Costing
Commercial Items
Security
Re-use






Computer Resources Life-Cycle

Management Plan (CRLCMP) (Format)

PROGRAM TITLE: ORGANIZATION CODE: RESOURCE SPONSOR: PROGRAM MANAGER: PHONE: INITIAL CRLCMP DEVELOPMENT DATE: REVISED CRLCMP DATES: PREPARED BY(Signature)

(Date)

APPROVAL (PROGRAM MANAGER)

(Signature)

(Date)

Computer Resources Life-Cycle Management Plan

for

(Program Title)

Introduction 

1.a. Developing organization: Include points of contact in annex A of the CRLCMP. 

2.b. Brief statement of the system's mission. 

System Description 

1.a. Brief description of system operational and support concept emphasizing computer resources. 

2.b. Brief description of computer hardware and software and their functions. Include diagrams of the system and computer resources in annex B of the CRLCMP. 

3.c. Brief description of software development, maintenance, upgrade or product improvement plans, and testing required. 

4.d. Brief description of the hardware acquisition, maintenance, logistics support, upgrade or product improvement plans, and testing required. 

5.e. Brief description of required interoperability or interfaces with other systems. 

System 

1.a. Describe the plan to ensure software requirements management is integrated with system requirements management to assure accuracy and completeness. 

2.b. Describe the plan to ensure the integration of system and software requirements traceability throughout the life cycle. 

3.c. Identify life cycle system information security activities that will be conducted to support the certification and accreditation of the system. 

Software. Include commercial specifications and standards used. Include DoD/MIL-STDs or MIL-SPECs used, if waivers are granted for their use. 

1.a. Development 

1.(1) Quantitatively describe the scope of the software development project. 

2.(2) Describe plans to establish and track software architectural design, including memory requirements, processing, channel utilization, critical timing budget, interfaces, and source lines of code. 

3.(3) Describe commercial standards used. 

4.(4) Describe plans for use of DoD-owned software and data. 

5.(5) Describe plans for the use of Ada (or any authorized exemptions or waivers to the Ada programming language), the software engineering environment to be used and planned software development tools. Outline programming languages, software development tools, and software environments to be used. 

6.(6) Outline plans for making software available for reuse by other programs or services. 

7.(7) Describe commercial software used. 

8.(8) Describe the plan for requiring software management indicators and metrics from software developers and maintainers. 

9.(9) Describe plan for assuring software analysis and debugging capability is available (or developed) for each embedded processor, as appropriate. Assure that real-time or time-critical applications are non-intrusively monitored for capture of data necessary to debug software. 

10.(10) Identify all major computer resource risk areas, to include resources (e.g., personnel, facilities, training, funding) and support risks, and the methods for their management. 

11.(11) Describe the plans for software quality assurance, and software verification and validation. As appropriate, provide detailed plans for independent verification and validation. 

12.(12) Describe planning for a comprehensive program for establishing and maintaining testing and evaluation of computer hardware and software throughout the weapon system life cycle. 

13.(13) Summarize plans to obtain data rights. 

14.(14) Describe documentation processes, planned reviews, and deliverables. 

15.(15) Describe the role software process assessments and/or software capability evaluations will play in source selection, software process improvement, software support, etc. 

16.(16) Describe the plans for software security and virus protection. 

17.(17) Describe unresolved software development issues and plans to resolve them. 18.(18) Provide, in annex C of the CRLCMP, the schedule for software development and transition in the context of the system schedule. Outline major reviews, audits, testing, interoperability certifications, and milestones. Provide, in annex C of the CRLCMP, the software engineering schedule, outlining major reviews, audits, testing, interoperability certification, and milestones. 

2.b. Maintenance/Upgrade/Support 

1.(1) Describe plans for software maintenance, quality assurance, configuration management (developer, software support activity, and PEO/SYSCOM/DRPM), and operational software fleet release. Describe software maintenance plan and configuration management plan. 

2.(2) Describe plans for the transition of responsibility for the computer resources from the development activity to the maintenance activity. 

3.(3) Describe DON or contractor organizational support (e.g., in-service engineering agent, computer program support activity, technical direction agent, software support activity). 

4.(4) Provide, in annex D of the CRLCMP, a schedule of planned upgrades, associated audits, reviews, quality assurance, and testing. 

Embedded Computers. Include commercial specifications and standards used. Include waived DoD/MIL-STDs or MIL-SPECs used. 

1.a. Development 

1.(1) Describe standards (e.g., standard embedded computer resources, open systems architecture) used. 

2.(2) Describe operating environmental considerations. 

3.(3) Describe commonality, interfaces, and interoperability with other systems. 

4.(4) Describe all computer processors, when identified; include their characteristics (programming language, memory size/utilization, input/output (I/O) capability and support environment requirements) 

5.(5) Provide reserve margin analysis, consistent with the software architecture projections required in paragraph 4a(2). 

6.(6) Outline product improvement plans. 

7.(7) Describe any system-unique computer resources for mission critical systems. 

8.(8) Describe system architecture and integration and how they relate to any required DON or DoD architecture. 

9.(9) Describe planned testing with associated thresholds. 

10.(10) Describe hardware security features. 

11.(11) Describe built-in test and fault tolerance features. 

12.(12) Describe automated test equipment and interfaces. 

13.(13) Describe required technical data, planned reviews, and approvals. 

14.(14) Describe organizational (e.g., laboratories, other program offices, other services, etc.) roles, responsibilities, interrelationships, or agreements. 

15.(15) Describe unresolved issues with computer resources for mission critical systems, and plans to resolve them. 

2.b. Logistic Support 

1.(1) Describe the system maintenance and spares concepts. 

2.(2) Describe operator and maintenance training. 

3.(3) Describe hardware configuration management plan. 

Cost Estimates 

1.a. Describe analytical techniques used in estimating life-cycle cost. 

2.b. Provide a summary of cost estimates reflecting historical or actual cost data. This summary should be traceable to the logistics requirements and funding summary of the ALSP. 

3.c. Describe tradeoff analyses which led to selection of computer resources for mission critical systems. 

4.d. Estimate savings from reused software. 

Related System Plans. Describe the CRLCMP interface with appropriate program and contractor plans (e.g., TEMP, ALSP, NTP, program protection plan, contractor's system safety plan). Reference applicable plans and discuss any life-cycle computer resource requirements and issues not addressed in the referenced plans. 

Waivers, Exemptions, Certifications, Accreditations. List all waivers, exemptions, certifications, and accreditations required; identify those obtained. 

Annexes 

Annex A.Key Personnel/Organizations 

Annex B.System and Computer Resource Diagrams 

Annex C.Software Development Program Schedules 

Annex D.Planned Upgrade Schedule

AF Instruction 33-114; Software Management; 30 June 1994 

Section D -- Support

5. -- General Requirements

5.1. Software Support. To make software support responsive, effective, and efficient, personnel tailor the traditional roles of the implementing, supporting, and operating commands to meet system and mission requirements. The program office will: 

1.Plan to buy dedicated hardware and software to aid the system under the support concept described in the CRLCMP. 

2.Assign overall system management responsibility and authority to a single system manager when support responsibilities fall under separate commands. 

5.1.1. The system manger will control software interfaces as necessary to ensure system integrity. 

5.1.2. Software support organizations will participate in development and testing. 

5.2. Sharing and Redistributing Software. 

1.Try to meet requirements through local, MAJCOM, Air Force, or DoD sharing and redistribution programs before developing new software (for example, the Air Force Information Resources Dictionary). 

2.Develop controls to protect shared classified software. Note: Refer to the AFRIP for more guidelines. 

3.Distribute software using distribution systems common to multiple weapons or information systems. 

4.Identify software according to DoD Instruction 5000.2/Air Force Supplement 1, paragraph 3.k. 

5.2.1. AFMC will make its capabilities available for distribution of software and documentation to operating commands that choose to use them. 

5.2.2. Operating commands use system-unique software distribution methods for responsiveness or efficiency reasons. 

5.2.3. The CRWG will identify the software most likely to require special distribution and define the distribution method. 

5.2.4. The CSAD: 

1.Supports the objectives of, and provides input to, the Federal Software Exchange Program. 

2.Provides a catalog of descriptions of automated data systems (ADS) operating on automated data processing equipment (ADPE) in the Air Force. 

3.Lists systems that can satisfy specific software requirements. 

4.Includes the software developed. 

5.Has detailed descriptions to permit the reviewer to determine whether an existing application meets requirements. 

6.Includes a data system designator (DSD) on any software developed, or any software acquired from another Federal agency. Note: Obtain the DSD from SSC/XPSD. For information on accessing the on-line CSAD, contact HQ AFC4A/XPSD. 

5.2.5. Use the Federal Software Exchange Center (FSEC) when possible to reduce software development costs. 

5.2.5.1. The FSEC, as part of the National Technical Information Service (NTIS) of the Department of Commerce: 

1.Collects and catalogs summaries of Federal agency software. 

2.Publishes these summaries and has them available on a subscription basis (NTIS FSEC, 5285 Port Royal Road, Springfield VA 22161). 

5.2.6. Develop and execute a software sharing and support agreement with Federal activities, as necessary. 

5.2.6.1. Each agreement must cover the type and scheduling of support, types of and limits on technical assistance, all reimbursable cost factors, and identified billing and financing system. 

5.2.6.2. Reimbursable cost factors must include the prorated share (exclusive of military pay and allowances) of direct labor, materiel, and overhead costs to provide support, as well as full costs of dedicated support equipment or technical assistance. 

5.2.6.3. Refer to AFR 177-102, Commercial Transactions at Base Level (PA), for further information on agreements. 

5.2.7. Obtaining Excess Air Force Software. 

1.Make every effort to share existing software. 

2.Review local, MAJCOM, USAF, and DoD redistribution programs for excess software if sharing isn't possible. 

5.2.7.1. Consult: 

1.The DoD Automation Excess Bulletin for listings of excess software throughout the Federal Government. 

2.The Command Excess Equipment Redistribution System, available in the continental United States. 

3.The Defense European and Pacific Redistribution Activity Office, available overseas. 4.The Air Force Software Reuse Plan for more guidelines. 

5.3. Software Libraries. Set up software libraries at all development centers to catalog software for reuse locally and throughout the Air Force. 

5.4. Security. Besides carefully using underlying security capabilities, personnel may consult: 

1.The Information Security Products Catalog, published annually and updated quarterly by the National Security Agency, which gives evaluation information on computer security, cryptographic, TEMPEST-tested, and destruction equipment. 

2.The Air Force Assessed Products List, available from AFIWC/EA, which gives information on computer security system and subsystem assessments requested by Air Force users. 

3.The Air Force Computer Emergency Response Team (AFCERT) which provides 24 hour computer security incident handling of Air Force systems. The 24-hour hotline number is 1-800-854-0187. 

4.AFIWC/EA provides C4 system security technical support for the complete life cycle of the system. 

5.5. Software Maturity Assessment. To improve the software development and support process of Air Force software intensive systems, the Air Force established the Air Force Software Process Assessment Program. The basis for this program is the Software Engineering Institute's model on software maturity assessments, the Capability Maturity Model. Guidance concerning this program applies to all organizations that develop or maintain software. 

5.5.1. Senior management of the CDAs, SSAs, and SDAs must commit to actively sponsor, support, and participate in the software process assessment program. 

5.5.2. Air Force CDAs, SSAs, and SDAs with more than 10 people or a budget greater than $1 million must complete an initial software maturity assessment by 1 October 1994. 

5.5.2.1. Perform follow-up assessments every two to three years (according to the SAF/AQK Action Memorandum, 23 September 1991). 

5.5.2.2. A team of personnel from the assessed CDA, SSA, and SDA, and trained assessment evaluators conduct the assessment. 

5.5.2.3. HQ AFC4A/XPSP: 

1.Serves as primary source of trained evaluators to conduct assessments. 

2.Generates software process improvement programs that detail their assessment services as well as their responsibilities and those of CDAs, SSAs, and SDAs. For more information contact HQ AFC4A/XPSP. 

5.6. Support Resources. Support resources include personnel, facilities, hardware, and software needed to support the system being developed (dedicated) or needed to support several systems (generic). 

5.6.1. Personnel identify, plan, and budget these resources early in the system development cycle. 

5.6.2. When evaluating support resource alternatives, the CRWG will analyze existing software support facilities and tools for modification or upgrade. 

5.6.3. The implementing command normally develops dedicated software. 

5.6.4. The operating or supporting command normally arranges for generic support resources. 

5.6.5. The CRLCMP identifies dedicated and generic support resource requirements, including the purpose, timing, and location of support. 

5.7. Support Documentation. Support documentation includes documents relating to system management, design, operation, and maintenance. 

1.Deliver all software support documentation and operating details to users to permit organic government support for the life of the system. 

2.Deliver graphics documentation on electronic media when practical. 

5.7.1. The CRLCMP will identify the major software support documents for development. 

5.8. Support Methodologies. Refer to DoD 2167A-STD (see MIL-STD-498, pending publication), MIL-STD-490B, Specification Practices, and MIL-STD-1521B for software enhancement and modification projects covered by this instruction. 

5.9. Organic Support. Base decisions to implement an organic support concept for system computer resources on the guidelines and procedures of AFI 38-203, Commercial Activities Program (will supersede AFR 26-1, Volume 1, Manpower Policies and Responsibilities for the Commercial Activities Program when published). 

5.10. Interservice Support. For programs with potential for interservice support, the CRWG will: 

1.Analyze interservice support alternatives along with other support concepts. 2.Consider operational requirements, life cycle costs, technical capabilities, service-unique computer resource standards, and anticipated support priorities during crises. 

5.11. CRWG. 

1.Establish a CRWG for each system using computer resources. 

2.Consider using an existing CRWG for modification programs and those that already exist for related ongoing programs. 

5.11.1. CRWG members will actively participate in all aspects of programs involving computer resources (for example, program management reviews, design reviews, and audits). 

5.11.2. The program manager, with the coordination of the operating, supporting, and participating commands, will formally charter each CRWG. 

5.11.3. The CRWG. Plays a major role in the management of computer resources in the system. 

5.11.4. The Program Manager. Oversees management of the system, including computer software by: 

1.Resolving issues the CRWG can't through program reviews, senior-level steering committees, or direct contact with command OPRs. 

2.Keeping the CRWG advised when the program manager doesn't implement a formal CRWG recommendation. 

General Information

A2.2.10. Computer Resources Support: 

A2.2.10.1. Consider system requirements and design constraints within the context of the support concepts. 

A2.2.10.2. Describe specific requirements and constraints pertaining to computer programs and associated documentation, related software, source data, facilities, hardware, firmware, manpower, personnel, and other factors required to operate and support mission-critical computer systems. Make sure that the system can support and use the software in the operational environment when the system is delivered. 

A2.2.10.3. Specify the level of MAJCOM involvement and control of mission software and data. Identify requirements for configuration management and software quality control for using and supporting commands. 

A2.2.10.4. Consider using spare memory loader verifiers (MLV) memory storage media and blank or programmed firmware devices to accommodate multiple software configurations to meet mission requirements. 

A2.2.10.5. When appropriate and cost effective, consider a one-time, lifetime buy of microcircuits if reasonably certain that the specific technology will become obsolete within a system's lifetime. 

A2.2.10.6. Outline required interfaces. Include message formats for data sharing between systems, human-machine interfaces, and interaction among subsystems. Identify other systems that may need to adapt to new requirements. If feasible, consider identifying standardized interfaces across various weapon systems to enhance the operations and support efficiency. 

A2.2.10.7. Specify interfaces to the Automatic Digital Network, Defense Data Network, or other networks. 

A2.2.10.8. Identify requirements for: 

Spare memory.

Spare throughput.

Computer memory growth.

Software partitioning.

Modular design.

Software module size. 

A2.2.10.9. Outline constraints such as operating environment, package limitations, standards (including higher order language, architecture, modularity, and MLV), required reliability, separation of mission data from the operating systems, and partitioning required to meet operational needs. 

A2.2.10.10. Specify required reaction times for all support agencies. Tell them how long they have to respond after receiving change requirement notices and before receiving software or firmware changes by operational unit. 

A2.2.10.11. Specify maximum time allowed between software updates, corollary test program set updates, and automatic test equipment updates. 

A2.2.10.12. Specify requirements for reprogramming software. Specify when personnel need to upload software in all of an end item's reprogrammable components for peacetime and wartime configurations. 

A2.2.10.13. Address requirements for: 

1.* Computer system security. 2.* Sensitive information protection. 3.* The integrity of critical processing. 4.* Support software such as compilers, simulators, emulators, and software development or support tools.

· CRWG

· Participate in all computer resources aspects of the program

· Co-chaired by CRS manager and sustainment activity

· Chartered by PM

· Membership (roles & responsibilities):

· PDSS activities

· Test agencies

· User

· ICWG

· IPTs

· Generate initial CRLCMP and update as necessary

· Select a SW support concept and document it in the CRLCMP

· Monitor compliance of program with CR policy, plans, procedures, and standards

· Insure that SW testing is adequately addressed in the TEMP & monitor compliance

· Identify and prioritize the required SW quality factors such as interoperability, portability, flexibility, usability, reusability, maintainability, integrity, reliability, correctness, testability, and efficiency

· Define scope of IV&V effort (contractor or government)

· Evaluate need for development of SW tools and recommend development approach.

· Define CR acquisition, transition, & deployment practices

· Identify reusability & interoperability opportunities

· Evaluate use of standard HW and languages

· Define funding responsibilities and document them

· Define SW risks by phase and mitigation activities

· Define entry/exit criteria for each SW lifecycle phase

· A top-level list of issues to consider includes: 

· Identification of computer systems hardware, software, documentation, and support environment (as applicable) that will be delivered 

· Planned method of life cycle (post-deployment) support for CS&S 

· Identification of the support environment for the CS&S 

· Identification of responsibilities of the acquisition, developer, support, test, and user organizations in planning and implementing the CRS capability 

· Procedures/processes/methods to be used by these organizations in accomplishing the CRS 

· Transition (if applicable) of CS&S from the developer to the post deployment CS&S support organization 

· Interim support (if applicable) subsequent to the completion of development but prior to the availability of the permanent post deployment CS&S support organization 

· Resources required to support the CS&S, along with supporting rationale / assumptions 

· Security classification considerations 

· CS&S test considerations, including level of integration of CS&S, fidelity of integration laboratories, and required flight test assets 

· Facilities required to support the CS&S, including buildings, integration labs, test ranges and facilities, and flight test assets 

· CS&S ownership rights considerations.

· What’s on Contract?

· Requirements

· Deliveries

· Internal plans, directives, guides, etc.

· Refer to MIL-HDBK-347, MISSION-CRITICAL COMPUTER RESOURCES SOFTWARE SUPPORT
· User involvement

· Does ORD describe capabilities desired for integrated CRS?

· Encourage them to address the issue of software support and software operability in their requirements documents.

· “User Manual” developed, approved by users

· Have end users review user interface prototypes

· Conduct joint user/developer project meeting to validate user interfaces

· Major Engineering Support Tasks:

· Participate in Software Development Capability Evaluations.

· Represent CRS requirements at major System, Subsystem, Functional, Interim and Requirements reviews

· Participate in SW test/demonstrations to review progress on documentation & operability of CRS related support equipment & support SW

· Major Contract Support Tasks:

· Support develop the RFP (for all phases) 

· Requirements review 

· risk assessment 

· risk planning 

· evaluation criteria 

· Support source selection 

· assess proposals relative to requirements 

· provide input to Source Selection decisions 

· participate on pre-award survey teams

· Major Financial Support Tasks:

· Develop CRS related POM inputs 

· Identify unfunded requirements

· Major Test Support Tasks:

· Develop CRS inputs for the TEMP 

· Insure CRS is provided for during the Test effort (DT&E , IOT&E)

· Unlike hardware, software is usually completed and accepted during late Engineering Manufacturing Development. The required sustainment / support capability is normally demonstrated and accepted prior to system production. Some plan for support of the first operational system(s) needs to be in place and functioning prior to Initial Operating Capability (IOC).

· Establish Software Support Facility/Equipment

· During late EMD or early Production Deployment, a system or subsystem or support system software facility will be established to support future software changes to the system or support systems. The government may contract for a Computer Resources Integrated Support Document (CRISD) or equivalent from the contractor. The CRISD is the contractor's description of what is needed for the software sustainment facilities. The CRISD information combined with CRLCMP or equivalent internal planning document is used to derive the CRS equipment and facility requirements. Facility requirements must be included in the applicable MAJCOM Facility Plan and/or Base Facility Plan. These facilities may be required toward the end of EMD. The contractor and other government agencies may provide source data (files and codes) for each facility.

· Facility must have the same basic tools and information that was available to the developer.

· Maintainability Evaluation

· Factor: The software and associated documentation are easily modified. 

· Explanation: Maintainability is the effort needed to change software, where change could occur to correct errors, add system capabilities, delete features, or modify the software to become compatible with hardware changes. It is a prerequisite to start and complete OT&E. Maintainable software results from the use of a sound development process to build a quality product. 

· If products are available, perform some type of AFOTECPAM 99-102, volume 3 evaluation. If products are unavailable, look at the contractor's coding standards and evaluate whether the standards will produce products that will score well on a volume 3 evaluation. 

· Related Metrics: There are several software metrics that provide an indication of the maintainability of the software product. Simple metrics include the effort expended to correct errors or the amount of time problem reports are remaining open. The results of an AFOTECPAM 99-102, volume 3 evaluation provide metric values for the maintainability of the documentation, source code, and implementation. Complexity metrics have been established in Automated Software Tools System (ASETS) and can be used to aid in evaluating this factor.

· Core strategy for reducing rework ($ & schedule):  Minimize making defects and find individual defects when they are made

· Rework more expensive

· Small rework % = Early delivery & low bug density SW

· Maintain configuration control

· Supporting various configurations in field

· SW maintenance inherently involves continuous changes to the product baseline

· Effective SW change control process

· Change for user needs or correction of deficiency?

· Personnel available and capable?

· Necessary tools and resources provided?

· Any disruption to current services?

· How long to make changes?

· Impact on SW integrity?

· Ramifications for future changes?

· Documentation

· Lack of causes instability, moving target, significant rework (money & schedule)

· Document SW support concept & associated resources.

· Document development strategy

· Structured fashion, stable process

· Define IV&V scope/effort

· Standard support structure

· Personnel

· Facilities

· Tools

· Documentation

· Data rights

· Customer/supplier procedural interface defined

· Design characteristics that affect SW supportability

· Design complexity

· Stability & flexibility of the design

· Adequacy of documentation

· Completeness of the SW development effort

· Extent and implementation of configuration management for both operational & support SW

· Development factors affecting SW supportability

· Availability of qualified SW personnel

· System structure understandability

· Ease of system handling

· Use of standardized programming languages

· Documentation structure standardization

· Test case availability

· Built-in debugging mechanisms

· Availability of original development documentation to maintenance organization

· Availability of appropriate computer hardware to conduct maintenance activities

· Systems engineering approach interfaces with existing support infrastructure at both field and depot.

· Software support (maintenance) sometimes equals new development

· SW maintainer needs programming skills and complete product knowledge

· Cost of sustainment increases with

· Decrease in understandability

· Increase in delivered defect density

· A decrease in modularity

· An increase in number of external & internal interfaces

· Lessons learned

· Effects of actions during development on sustainment cost are overlooked

· Items that can lower cost of sustainment (SW development files, CASE tool output files, vendor developed tools, test drivers, outputs from successful  tests) not subject to DoD approval nor delivered to DoD.

· Documentation w/ high potential to lower cost of maintenance (documentation of architecture and interface design specs) is dropped due to acquisition reform emphasis on less deliverables.   Lose potential return on investment.

· Commercial SW support considerations

· Documentation and data rights, licensing, & subscription services

· Commercial SW resources must not be altered to preclude contractor logistics support or void licensing or subscription services.

· Supporting command must provide logistics support and provide a contract for subscription services required to update and maintain commercial software assets.

· Operational command must provide a technical review of proposed changes during upgrades and changes to commercial SW assets
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SOFTWARE SUPPORT TASKS AND INITIATOR EVENTS

Support Area Support Task Support Task Initiator
Operational Installation Release Distribution
Data Load and /or Unload [ Mission Preparation/Completion
Backup Preventive Maintenance Schedule
Failure Reporting System Failure
Recovery System Failure
Training Personnel, System, Software,
Procedures, Update
Modification Corrective Maintenance Software Failure

Perfective Maintenance

Change in User Functional or
Performance Requirements

Adaptive Maintenance

Change in Hardware or Commercial
Software

Configuration Management

Completion of New SW Version

Logistics Management

Release Replication

Field Loss of System & Backup

Release Distribution

Release of New SW Version

Installation of Commercial
Software

Release Distribution

Help Desk Management

Field Problem Query





