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CRITICAL PROCESS ASSESSMENT TOOL





CONFIGURATION MANAGEMENT





FOREWORD





	This Critical Process Assessment Tool is intended for application by program office personnel during development and evaluation of a solicitation, post-contract award fact-finding sessions, and ongoing management evaluations of the contractor through the end of the program. As a guide, it specifically addresses the configuration management critical process, but should be used in conjunction with the Program Management, Systems Engineering, and Risk Management CPATs, along with other functional area CPATs when working in an Integrated Product Team (IPT) environment. Just as the configuration management function must interact with other disciplines within the IPT, this CPAT fits within a framework of other CPATs. The figure below provides a depiction of the interrelationship of the CPAT structure.
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CPAT ARCHITECTURE





	The Overview CPAT provides a description of the tool's format, guidance on its usage, and a overview of the acquisition process, so it should be consulted by the first time reader. The Program Management, Systems Engineering and Risk Management CPATs are the overarching CPATs for the IPT process and contain specific acquisition process information, integrating the processes of the other CPATs. In order to reduce redundancy, the reader will find that they are referred to throughout other CPATs. 





	The remaining CPATs address specific functions that contribute to the IPT process. While the focus is on individual functions, many interface with one another and therefore may contain references to each other. 











SECTION 1.0 INTRODUCTION





	The government today is faced with operating in an arena of rapid change.  In the government acquisition community, change is coming from the application of new technology and improved communications on new and ongoing projects designed to keep the government on the leading edge of technology.  To complicate matters however, current acquisition streamlining trends are dictating migration away from familiar government “how-to” standards and movement toward industry and global quality standards and performance specifications.  These trends confront a downsizing government workforce who must adapt to accommodate them, while at the same time evolve toward an “insight vs. oversight” role in dealing with industrial contractors.  Documentation of selected critical processes is one step being employed to effectuate the new acquisition philosophy.  Whereas all processes must continuously be rethought and retooled to keep them at high levels of efficiency and effectiveness, the basic tenets of selected disciplines must be effectively performed consistently to insure a high level of return to the government.  This CPAT documents one such designated process - Configuration Management.   





1.1	DESCRIPTION OF THE CONFIGURATION MANAGEMENT CRITICAL PROCESS:





	Configuration management is a basic business practice that provides for the traceability and management of a product’s functional performance and physical attributes.  The interpretation and implementation of configuration management concepts differ widely among developing contractors, as well as their customers, but the net result is the same.  Poor initial definition and management of requirements can cause a multitude of subsequent changes, thereby driving up the cost and complexity.  The seller loses profit, and the buyer’s cost usually exceeds the planned budget.  The loss of traceability denies the seller and buyer, the ability to reproduce the item, at minimum cost.  This CPAT should assist you to understand the planning, implementation, and evaluation of configuration management and it's four basic principles: identification, change management, status accounting, and verification and auditing.





	


�


	





	The application and use of configuration management principles and practices are basically the same for hardware and software, however, their application and use may differ for each phase of a product’s life cycle.  Each phase usually requires tailoring of the principles and practices to be applied.  This is determined by identifying the specific phase of the product’s life cycle, determining which principles apply, and the degree to which they apply.  





	The principle of Configuration Identification provides a basis for how the product is ultimately defined, documented, managed and accounted for throughout its life cycle.  Configuration Identification defines a product’s engineering documentation structure and organization, and its relationship to other associated data (i.e., supportability documentation).  It assures a unique identity for all “new” products and different product versions.  This identity allows a user to relate products, versions, and correlated products to corresponding documentation and related users.  After freezing the product definition (baselining) and placing this baseline on contract, it provides a reference point for defining future product enhancements or corrective action changes, coordinated between the buyer and seller.





	Configuration Identification decisions must balance two distinct concerns: (1) that identification activities retain the highest level of design flexibility for development and manufacturing activities during the development and build phases, and (2)  that product identity and definition is readily apparent to the customer or end user during the product’s operational period.   





	Configuration Change Management (or Control) provides an orderly process for managing changes to a product’s baselined configuration identification.  This process facilitates the identification, evaluation, disposition, and incorporation (if approved) of changes to a product.  The initial, or functional baseline defines the performance requirements of the user that the seller has agreed to meet. With the advent of acquisition streamlining, this functional baseline will continue to be the primary baseline for change management.  As new contracts are issued and existing contracts are modified, the “Performance-based Control” and “Clear Accountability in Design” themes will become more prevalent.  These goals will have the government primarily controlling performance, and allow the contractors to design and manage the more detailed engineering solutions.  Currently, any design changes to documentation that has been placed on contract and which affect a product’s performance or interfaces, price, delivery, warranty, or guarantee need to be reviewed and approved by the buyer prior to incorporation.  Determining the scope of the change, either major or minor is extremely critical.  This will impact the degree of control allocated to the seller.  The chart below should assist you in making that determination:








Characteristics of Engineering Change�



Classification�
�
Factors�
Major�
Minor�
�
Affects baselined specification requirement1 (i.e., new requirement would be outside of specification limits)�



�
�
�
Affects one or more of the following, after product baseline:


Products supplied by customer


Safety


Delivered technical operation or servicing instructions2


Preset adjustments


Interchangeability (substitutability) of replaceable products, assemblies, or components


User constraints/requirements�















�
�
�
Requires retrofit of delivered products �



�
�
�
Affects cost/price to customer (including incentives and fees, guarantees, warranties, contracted deliveries or milestones), and is an engineering change that does not impact the above factors�



�
�
�
Affects configuration identification (design information) or processes but does not affect the above factors�
�



�
�
1. i.e., performance, supportability/ownership issue (e.g. reliability/maintainability), interface characteristics, environmental characteristics, etc.


2.  For which there is no planned/funded update requirement, such as for periodic maintenance of the instructions 








	A committee typically known as a Configuration Control Board (CCB) is the forum classically used, by both a seller and buyer, to evaluate and disposition all changes to the baseline.  Membership on a CCB is classically comprised of designated functional areas representatives(e.g. logistics, safety, engineering, production.)  During a CCB review, factors such as 1) determination of need, 2) effectivity  (incorporation point), and 3) cost are evaluated.  The need for the government to understand the seller’s process for accomplishing CCB change actions is critical.  As previously mentioned, after documentation is designated as baselined and placed on contract, further changes which impact that documentation require the review and potential approval of the buyer’s CCB.  On programs where  performance criteria alone (e.g. System Specification) are under control due to new acquisition streamlining guidelines, it is crucial that performance and verification criteria be completely documented in the appropriate specification(s) and IPTs, which include buyer CM representation, be contractually established.  It will then be the responsibility of these representatives to maintain cognizance of contractor change activities (performance-related and detail) which could impact buyer operations later in the system life cycle.   


 	


	Configuration Status Accounting should provide visibility of a product’s configuration, to both buyer and seller,  through accurate and timely reports at any given point within the product’s life cycle.  This visibility is provided by statusing released configuration identification documentation, related support documentation, and all changes (completed, as well as pending) which affect them.





	The phases of a system life cycle are explained in detail within the Program Management CPAT.  To briefly recap, during the concept exploration phase, Operational and System Requirements documents (which define the user’s overall needs) are developed.  Once definitized, the program moves into the Program Definition and Risk Reduction phase where available technology to meet the user’s needs is investigated.  The key product of this phase is a System Specification identifying performance requirements, interface constraints, supportability/ownership issues, and environmental operating requirements.  The CM consideration  here is that unique designators (e.g. specification identifiers) be assigned to identify this, and all successive, design documentation.  Upon formal release (approval for use), this documentation should be recorded within the CM status accounting system.  Commercial-off-the-shelf (COTS) and government-off-the-shelf (GOTS) products must always retain their original documentation/identification unless they are further modified. 


 


	As efforts proceed into the Engineering and Manufacturing Development phase, requirements may be distributed (allocated) to sub-tier levels to allow for  increased management visibility or separate development efforts.  If done, specification documents identifying these sub-tier “configuration items” must then be generated and agreed upon between the seller and buyer.  In addition, more detailed product documentation (e.g. product specifications/hardware drawings, software detailed design documents, and hardware/software test procedures) will evolve to support the detailed design, manufacturing or software build, and product/integration testing efforts.  (NOTE:  Whether or not these more detailed levels of documentation are deliverable to the government, depends primarily upon whether or not the government expects to be the maintainer of the product during the next phase.)  This phase validates that production is feasible and that the product will meet the originally agreed upon performance requirements. 


 


	During the Production, Fielding, Deployment, and Operational Support phase, fabrication and manufacturing drawings, assembly instructions, quality assurance records, change effectivity and incorporation data, and various product listings will be generated to document what is actually built.  This phase will produce data regarding the behavior and use of the product in the field, including information regarding improvements or modifications from the end user or maintenance function.  Also, when an item is removed from service or disposed of, and there is legal or contractual requirements governing record maintenance, the status accounting system should retain this data.  (NOTE:  Under acquisition reform, this level of documentation will remain under the control of the seller.) 





	Configuration Verification and Auditing should provide visibility of design development (through the conduct of design reviews) and demonstrate that 1) the performance requirements have been achieved and verified (through the conduct of a functional configuration audit), and 2) are properly documented in the contractually deliverable configuration identification documentation (through the conduct of a physical configuration audit).  As programs become more performance-based and product support activities remain in the hands of the contractor, the role of the Functional Audit will take on an ever increasing role of importance and the role of the Physical Configuration Audit will tend to diminish in importance.





	The efforts of the buyer to assure the implementation of configuration management principles may be a  phased approach.  The seller may need to develop a configuration management plan that will provide concise details on the seller’s approach, policies, and procedures on configuration management throughout the product’s life-cycle.  This document can be a stand-alone entity or embedded within an all-encompassing Program Management Plan or a System Engineering Master Plan.  





	If deemed necessary, a CM plan should address all contractual requirements that exist and the specific program phase(s) to which they apply.  Metrics should be identified and tracked so that the seller and buyers can use them as indicators of CM status, effectiveness and efficiency.  Specific CM milestones which must be accomplished during the program need to be completely identified.  All responsibilities, approval authorities, and external and internal interfaces need to be identified and addressed.  The identification and implementation of internal and external configuration control are extremely important and should not be overlooked.  The failure to properly identify and establish parameters for internal and external configuration control can be the costliest and greatest impact to a successful acquisition.  The use of multi-contractor teaming needs to be addressed.  (Note:  Varying methodologies between team members can severely impact program success.  Subcontractor and vendor flowdown of configuration management requirements is extremely crucial to the success of the production phase of a program.  Inadequate definition and flow down of requirements will compromise a contractor/subcontractor/ or vendor’s ability to produce an end product.)  The usage of COTS/GOTS products in the detailed design needs to be identified and appropriate measures for control need to be established.  How the seller will utilize Continuous Acquisition and Life-cycle Support (CALS) strategy in the management of configuration documentation must also be clearly identified in the plan.








1.1.1	CONTRIBUTION TO MISSION SUCCESS:





	EIA IS-649 summarizes the contribution/benefits of a successful configuration management program as:





Product attributes are defined:  Measurable performance parameters are provided.  Both buyer and seller have a known basis for acquisition and use of the product





Product configuration is documented and a known basis for making changes is established:  Decisions are based on correct design information.  Repeatability in producing the product is enhanced





Products are labeled and correlated with their associated requirements, design, and product information:  The applicable data (i.e., procurement, design, supportability) is accessed, providing a consistent base for trade-offs





Proposed changes are identified and evaluated for impact prior to making change decisions: 


The impact of downstream surprises is avoided.  Cost and schedule savings are realized





Change activity is managed using a defined process:  Costly errors due to ad hoc, erratic change management are avoided





Configuration information, captured during the product definition, change management, product build, distribution, operation, and disposal processes, is organized for retrieval of key information and relationships, as needed:  Timely, accurate information avoids costly delays and product down time.  Assures supportability through proper replacement and repair, and decreases maintenance costs.





Actual product configuration is verified against the required attributes and incorporation of changes to the product are verified and recorded throughout the product life:  A high level of confidence in the product information is established.




















1.1.2	RELATIONSHIP TO OTHER TECHNICAL TASKS:





Systems Engineering





Configuration management provides structure, definition, and visibility of a product’s functional,  performance, and physical attributes and interfaces.  Configuration documentation provides visibility that the allocation of requirements has been adequately flowed down, control has been established on the requirements and design, and that the end product will achieve the functional,  performance, and physical requirements specified.





Design to Cost and Life Cycle Cost





Configuration management ensures traceability to functional, performance, and physical requirements.  Poorly documented requirements will introduce excessive changes (both major and minor) into a product’s design, causing a substantial increase in the design and life cycle costs of a product.  Through proper management of the change process, surprises and delays are avoided.





Safety





Safety is enhanced through accurate and concise documentation and a comprehensive change management program.  Having accurate knowledge of a product’s use and configuration, proposed changes can be fully evaluated for safety impacts.  Changes introduced to a poorly documented product substantially increases the risk to the product’s mission and personnel.





Integrated Logistics Support





Configuration management enhances supportability of a product throughout it’s life cycle.  By providing accurate and timely information of the change management process, support considerations are able to be integrated into the functional and performance requirements, as well as the detailed design.  Specific support requirements can be developed to support multiple product configurations.





Maintainability





Maintainability of a product in the field is determined by the completeness and accuracy of a product’s configuration documentation.  Support personnel use this documentation to acquire information about the product’s configuration, thereby ensuring correct replacement parts are installed and maintained.  Through a controlled change management process, variations in the design should be limited.  Complete and accurate documentation increases the ease of product maintenance.





Risk Management





A strong configuration management program greatly reduces program cost and schedule risk.  From initial and accurate identification, applicable data can be accessed avoiding guesswork, and trial and error situations.  A well-defined change management process ensures that proposed changes are properly identified and evaluated for impact prior to making any change decisions.  This reduces the costly program errors associated with erratic ad hoc changes.





1.2	STRUCTURE OF THE CPAT:





	The CPAT concept was developed to assist SMC System Program Office personnel to understand the functional processes critical to the performance of a program throughout each phase of an acquisition.  The CPATs are intended to help focus on the critical processes that must be performed within each acquisition to ensure that the system delivered to the government will meet all mission and supportability requirements.  This document is intended to serve the user during pre-contract activities (such as RFP preparation and source selection evaluation) as well as post-contract activities defined within the Integrated Master Plan.


	


	The general structure of this CPAT presents program phased CM process considerations and critical process objectives in accordance with the major sections of the following chart in Section 2.0.  Likewise, Section 3.0 follows the same format with relevant technical evaluation and assessment criteria listed for each of the chart sub-elements.  The reader may use the following figure as an index to find the required critical process criteria and the level of detail required for the task at hand.
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	Equipped with this information, project officers will be able to more effectively and efficiently establish the requirements for a prospective procurement, as well as, evaluate respondent responses to those requirements. 























The following table is a road map to the Configuration Management CPAT.


If you want support in the following:�
Then do the following:.�
�
An overview of the configuration management critical process.�
Read Sections 1.1 and 1.2, referring to Appendix 1 for definitions of unfamiliar terms.  �
�
Prepare the configuration management inputs for an RFP.�
Review Sections 1.1 to 1.2 for background.


Ascertain the critical process objectives discussed in Section 2.2 for the respective program.  


To develop configuration management objectives for incorporation into the overall RFP Statement of Objectives (SOO), tailor the objectives corresponding to the program phase discussed in Sections 2.2.1 thru 2.2.3.for the appropriate phase which you are preparing to enter.


To define data items that are pertinent to configuration management, apply Section 2.3.  


To prepare configuration management inputs for a set of definitions and list of applicable documents for consideration as attachments to RFP Section J, see Appendices 1 and 2.  


To develop source selection criteria pertinent to configuration management for incorporation into RFP Section M, apply Section 2.4.1.  �
�
Prepare configuration management inputs to the source selection standards.  �
Construct  a tailored set of standards (in accordance with the guidance provided in Section 2.6.2 of the Program Management CPAT) which correspond to the respective configuration management source selection criteria  selected from Section 2.4.1.  The tailoring should account for both latest policy for preparing both the standards and the objectives related to configuration management to be included in the SOO or reflected in the assessment criteria in Section M.�
�
Prepare for a non-competitive Technical Evaluation (Tech Eval) and Factfinding.�
Apply the questions in Section 3.1.�
�
Maintain insight into the contractor’s progress in configuration management after contract award.�
Apply the questions in Section 3.1 and 3.2.�
�









1.2.1	DEFINITIONS:





	See Appendix 1.





1.2.2	APPLICABLE DOCUMENTS:





	See Appendix 2.





1.2.3	ADDITIONAL SUPPORT:


     	


	Contact SMC/AXME at LAAFB (310) 363-5829 for additional support on CM policy.


�
SECTION 2.0 APPLICATION





The previous section provided an introduction to the Configuration Management (CM) process for defense acquisition programs.  Configuration Management should be thought of as a form of program or project insurance.  The amount of money spent, and requirements imposed, must be based on the value of the end-product, the perceived risks involved, and the impact if the perceived risks are realized.  The question which must initially be answered is what level of CM is required to obtain a reasonable degree of assurance that the integrity of the product (hardware and/or software) will be maintainable?  The need for CM insurance and controls, once determined, will dictate the language which must be present in RFP document language.  All of the CM factors mentioned in 


Section 1 will have to be understood and evaluated for criticality to properly tailor CM requirements and insure a cost effective Configuration Management implementation for the duration of the specific program effort.





Keep in mind that with the transition to the “use of best practices” methodology, it is no longer permitted to specify government unique management systems.  An open systems approach allowing the use of common facility-wide systems and commercially supported practices, products, specifications and standards is preferred.  It is therefore necessary to identify those critical and justifiable CM objectives that the prospective contractors must, while at the same time leaving them the flexibility to perform normal operations in the most cost-effective manner.





2.1	SYSTEM PERFORMANCE REQUIREMENTS DOCUMENTS





	The initial requirement for Configuration Management must be included in the Statement of Objectives (SOO), Statement of Work (SOW) or hybrid version of these documents used on a specific procurement.  


This requirement may be an extract from the basic requirement verbiage in DoD Regulation 5000.2-R, which specifies that “System analysis and control activities shall be established to serve as a basis for evaluating and selecting alternatives, measuring progress, and documenting design decisions.”  Other program requirements and milestone timing may be derived from the Operational Requirements Document (ORD) or referenced from other government/commercial/or international quality standards/requirements. The verbiage should request insight as to how the prospective contractor responding to the specific Request for Proposal intends to satisfy the selected critical process requirements which are expected to be met by the contractor ultimately selected to perform the work.   





2.2	CRITICAL PROCESS OBJECTIVES:





As stated in Section 1.1, the fundamental elements of a configuration management program include:





identifying, documenting and verifying a configuration item’s characteristics


controlling changes to the configuration item


recording the item’s configuration and subsequent changes to it 


verifying or auditing the configuration item and its configuration documentation





Successful accomplishment of these general requirements will provide the basis for management control and visibility throughout the product development process.  Of course, to be able to accommodate those requirements it first must be assured that a potential contractor has a thorough understanding of configuration management principles and an internal capability/organizational infrastructure to accomplish it. Once that has been established, it will be easy to establish which Configuration Management requirements must be imposed and which can be left to the discretion of the potential supplier. The RFP is the medium that communicates requirements that must be met.  Waiving or deleting a needed requirement may seriously impact the traceability, reproducibility and supportability of a product later in its life cycle.  Imposing an unneeded requirement may result in a higher than necessary program cost for Configuration Management.  To make the proper determination of which Configuration Management requirements will have to be stipulated within the RFP SOO or SOW, there are a number of factors which will have to be taken into account.  Planned maintenance philosophy, contract-type, warranty provisions, and the potential for competitive reprocurement are the types of factors which will have to be considered when deciding which configuration management requirements are most crucial to the success of the acquisition.     





	Once the necessary level of CM requirements have been decided upon, it may be highly effective to ensure that meaningful metrics are identified for maintenance by the contractor.  Metrics should be the key for management visibility and control.  Metrics that you identify should be able to provide detailed insight into the CM program, regardless of the level of control to be employed. Typical examples of metrics are:





Number of on-schedule configuration documentation releases


Average number of engineering changes per document (by product, by classification, by phase)


Average engineering change cycle time (by product, by classification)


Average revisions per engineering change (in-house, after submittal to customer)


Number of changes (by reason for change)


Number of variances (by product, by classification, by phase)


Average variances per delivered unit


Number of action items per configuration audit (categorized by magnitude)


Average number of un-incorporated changes per engineering drawing





A good approach to adhere to is to identify metrics expectations as exiting or transition criteria.  By ensuring that these metrics are in place, prior to first occurrence of need, will assist in more effective management oversight.  Remember, trying to reconstruct what you should have done (or known) initially usually increases program cost substantially.





	Basic requirements must ensure that each defined CI has the necessary level of design documentation to reflect and support it.  Depending upon the planned maintenance concept and level of control required, engineering drawings, down to assembly or detail piece-part levels, may be required.  These documents will provide a baseline control for future changes and improvements.  Contractual provisions for obtaining COTS or proprietary hardware/software design documentation may need to be established to provide insurance against the potential of contractor default.  The degree of control, external or internal, depends on the nature of your program, and does not eliminate the need for internal contractor design control.  Ensure that you have visibility of and access to seller internal control documents, as required.





	The use of design reviews may be specified, dependent upon the specific contract phase of the effort being entered into.  These reviews (if employed) can support a structured approach to ensure that requirements for:





new system, product, and process developments


major proto-typing activities and


modifications, upgrades, and product and process improvements





have been met.  Design reviews can serve as the forums to review progress prior to making the decision to proceed into follow-on program phases, as well as serving as the point to establish functional and/or allocated design baselines.  These requirements must be determined by Program Management, System Engineering, and CM planning functions for the specific effort being entered into.  Varying levels of effort will be required to execute the specific CM program needs, based upon program phase, complexity, criticality, or other predetermined factors.  CM related considerations/milestones which need to be considered when constructing a SOW or SOO are presented in the following paragraphs.  Typical CM considerations are presented below in their classically occurring phase.





2.2.1	Concept Exploration (Phase 0) and Program Definition & Risk Reduction (Phase 1)





Key contractor and government CM activities during these first two program phases are primarily of a planning nature.  Formulation of a program CM strategy or concept of operations is critical to effective CM start-ups during later program phases.  Generation of a government and contractor CM Plan may be warranted to assure that required assets are available to support CM activities as the program evolves.  Development of strong RFP requirements and goals for CM which stress the importance of an effective contractor CM program will assure:


	1) that contractor CM organizations receive internal management support necessary to assure peak 		    effectiveness, and 


	2) that the government will have continuous insight of contractor development, manufacturing, and 		     sustainment activities being taken against a controlled set of performance requirements.





Other potential CM activities which occur during these phases are program IPT participation, CM deliverable planning, evaluation of life cycle baseline control point options, planning CM exit criteria, determining meaningful metrics for follow-on phases, automated tool planning, and the evaluation of any CM-related concept papers generated as a result of Single Process Initiative efforts at the contractor’s facility.      





2.2.2	Engineering and Manufacturing Development (Phase 2)





Support Performance, Interface and Detail Specification development.


Establish System-level performance requirements baselines (and allocated/product detail requirements baselines, if applicable).


Ensure ( e.g. via design review) that system performance requirements have been finalized and documented, prior to the Functional Baseline being established. 


Establish documentation and milestone requirements criteria to support transition to the next phase.


For design reviews and audits identified to be performed during this phase, ensure that all required configuration documentation, plans, and procedures are available, as required.


Ensure contractor’s Status Accounting system is capable of tracking specification development and changes


Ensure establishment of appropriate Control Boards (e.g. CCB, Interface Control Board, etc.)


Ensure that a method for unique CI identification has been established 


Ensure serialization procedures have been developed and can be tracked properly in the CSA


Identify long lead procurements and COTS requirements


Ensure validation of seller’s engineering release system


If detailed documentation is specified for delivery, ensure adequacy of seller’s drawing manual (e.g. complies with ANSI/ASME Y10 and Y14 standards series, or other applicable standards as required by buyer)


Ensure adequacy of software development library and repository for released code


Ensure Software Development and Interface Requirements Specifications meet performance requirements.


Ensure establishment and maintenance of CM metrics and track in CSA.


If the government intends to be the product Configuration Control Authority (CCA), ensure development and adequacy of product documentation requirements (e.g. product specifications, drawings, test plans/test procedures).


Ensure adequacy of software supportability documentation (i.e., users manual, firmware support manual, computer resources integrated support document, etc.).


Ensure Status Accounting elements are defined and will be available to support which fully support Integrated Logistics Support retrofit & field maintenance activities.


Conduct Functional Configuration Audit (FCA) to validate that System Performance requirements have been achieved and documented by Test Program results.


Conduct Physical Configuration Audit if the government intends to assume the Configuration Control Authority at the detail level.





2.2.3	Production, Fielding, Deployment, and Operational Support (Phase 3)





If a Physical Configuration Audit was not conducted in the preceding phase for products which the government intends to be the Configuration Control Authority, ensure that all required configuration documentation, plans, and procedures are available for audit conduct on the first production unit, as required.


Ensure a process is in place to expeditiously process Engineering Change Proposals and Deviation Requests 


Ensure CSA is tracking product data and information is maintained current, to include:


Maintenance Retrofit/modification history


Technical/O & M Manual versions


Warranty Replacements


Life limited components


Software Upgrades


Salvage Actions





 








2.3	Information Deliverables





	Configuration Management deliverables classically reflect data items which 1) plan for the conduct of CM events (e.g. CM Program Plan, Audit Plan, Agendas & Minutes), 2) show progress toward completing and verifying the design (e.g. Specifications & Drawings [which are primarily the responsibility of System Engineering to define preparing requirements for] to define design definition), and 3) document engineering design and contract baselines (e.g. Status Accounting Records & Configuration Audit Records).





When a viable CM capability with detailed processes/procedures does not exist at contractor’s facilities, a CM Program Plan should be required for submittal with that contractor’s proposal response to describe how they plan to conduct an overall CM program effort.  (NOTE:  It should be clear to all contractors that refererences to company policies/procedures which are not provided as part of the proposal response will have to be validated prior to contract award.)  A CM Plan should describe how CM will be accomplished and how consistency between the product definition, the product configuration, and the status accounting records will be maintained throughout the program life cycle.  





Specifically, the CM Program Plan would address, at a minimum, the following topics:


CM Organization/Roles/Responsibilities/Resources


Configuration Identification


Configuration Control/Change Management


Configuration Status Accounting


Configuration Verification/Auditing/and Assessments


Management of Digital Data


Data Management Processes


CM Program Deliverables


Subcontractor/Vendor CM Flowdown





Constructed in sufficient detail, this plan should provide adequate detail to define all aspects of CM activities planned for the program and preclude the need for any additional standalone CM Activity Plans (e.g. CM Audit Plan).





2.3.1	CDRLs and the Data Accession List





	Formal data delivery requirements are specified in the Contract Data Requirements List (CDRL) which is usually an annex or appendix to the RFP.  Detailed requirements (in the form of an appropriate Data Item Description) for each required data item deliverable is specified on the DD Form 1423.  Where it is known that CM Data will be prepared by contractors to support their internal processes, and no special government formatting requirements are known to exist, it may be acquired at a later date when a Data Accession/Internal Data Item is specified for inclusion to the contract CDRL.  This data may then be requested to be made available (in contractor format) for minimal reproduction and handling cost to be negotiated at the time of each request.  Mechanisms for deferred ordering of data may also be pursued if contractual provisions are clearly stipulated to that effect.  Contract Management personnel can best guide efforts in that regard.    





2.3.2	Electronic Data Delivery





	Electronic data delivery requirements should be specified for each CDRL item specified for delivery in the DD Form 1423.  Recent government solicitations have taken maximum advantage of CDRL delivery in digital format to reduce the cost of paper intensive systems.  This consideration, along with the issue of overall Continuous Acquisition and Life Cycle Support (CALS) implementation strategy should be fully planned for during preproposal planning sessions.  Requirements must be fully screened and validated by the Data Requirements Review Board prior to DD Form 1423 release.  Format and media requirements must be fully defined to avoid unusable documentation deliveries subsequent to contract award.   











2.4	RFP Requirements 





	The RFP must provide instructions  to  the  contractors  or  offerors for  preparing  their  proposals.


The general approach recommended here is for the Government to instruct that each contractor present their overall CM Management structure and internal operational practices which will be used to achieve CM program goals.  RFP responses should be of adequate depth for a thorough government assessment and, at a minimum, should: 





(1)	describe how the proposed CM process will assure that engineering documentation is developed and controlled to enable continuing or follow-on Manufacturing and Sustainment activities,





2)	show why the proposed process is appropriate for the contract and commit that it will be applied on the contract,





3)	commit to monitoring characteristics that describe the effectiveness of the process in accomplishing its intended purpose, and





4) 	describe relevant past and present performance regarding use of the CM processes for similar applications.





The sections of the proposal related to CM and in which CM instructions are usually given are as follows:





the Contract Work Breakdown Structure (CWBS),


the technical and/or management proposal, to the extent required by the RFP,


the Statement of Work (SOW) or Statement of Objectives (SOO),


the Integrated Master Plan (IMP),


the Integrated Master Schedule (IMS), and


the Relevant Past/Present Performance.





2.4.1	RFP Evaluation Criteria 





	In general, RFP responses should be evaluated to assure the following areas, at a minimum:





CM Management (FA 10.1.0)





C1	The Configuration Management functions are effectively organized consistent with other program office/system engineering functions (including sub-contractor organizations).





C2	The CM organizational charter specifically identifies responsibilities, authority issues, and external and internal interfaces.





C3	The System Engineering Management Plan, Program Management Plan, or the CM plan (if specified for inclusion in the RFP response or subsequent delivery after award) outlines the seller’s approach, policies, and procedures to configuration management for each life-cycle phase.





C4	The CM activity has defined and established the level of personnel, material, and other direct costs, including sub-contractor and vendor effort, needed to fully carry out its functions for the entire contract effort.





C5	CM budgets are both realistic and realizable.





C6	CM activities and personnel are planned as integral members of the Integrated Product Teams (IPTs).

















CM Operations (FA 10.2.0)





C1	CM Planning identifies a clear understanding of CM Process elements which include:


		Selection of Configuration Items


		Issuance of Numbers and Identifiers (e.g. Specification, Drawing, Part, Serial)


		Generation of Engineering, Manufacturing, and Operational Documents


		Configuration Traceability (e.g. Indentured Listings, Specification Trees, Bills of Material


		Configuration Baselines


		Hardware and Software Repositories, Engineering Release, and Document Control


		Configuration Control Techniques


		Software Problem Reporting  


		Change Classifications


		Subcontractor/Vendor Control


		Design Reviews and Configuration Audits


		Configuration Status Accounting


		Data Management





C2	The CM Plan demonstrates a clear understanding of CALS (Continuous Acquisition & Life Cycle Support) capabilities to include:





		Approach and experience in creation, management, use, and exchange of digital information


		Capabilities for Integrating Applications and Databases


		Processes to continuously improve product quality and eliminate data redundancy


		Proposed CITIS on-line access capabilities


		Information system and relationships with government receiving systems


		Outline of proposed actions and capabilities to be pursued in subsequent life cycle phases





C3	The Prospective Buyer has existing Library/Repository facilities to accommodate and control released engineering/manufacturing documentation and a Status Accounting System in place to report documentation information to users.








2.4.2  Source Selection Standards





Once the proposals are received, they are compared to the source selection standards (not to each other). The standards listed below (in italics)  are suggested as starting points.  These sugguested standards assume 1) that Section M of the RFP included a single stand alone factor Configuration Management and 2) that the objectives from subsection 2.2 are incorporated into the SOO. If not, the standards presented here must be tailored to correspond to Section M and the objectives.  These standards also assume that corresponding suggested standards from the higher level/companion Program Management (Global) and System Engineering CPATs will be considered in preparing the complete set of  standards for the source selection.  Given these assumptions, after appropriate tailoring for the prospective acquisition effort at hand, these standards should be utilized to guide the measurement of submitted proposal CM inputs. 


STANDARD 1:  CONFIGURATION MANAGEMENT PROCESS.  Describes an effective  approach for configuration management, including CM  planning, identification, control, status accounting, and auditing functions. The standard is met if:


	a)  The Offeror addresses how it  will perform each function, and how the configuration 		      	      management  process is integrated into the systems engineering and overall program 		     management process. 


	b)  The Offeror demonstrates an organizational understanding and organization capable 		      of supporting an effective CM program.


	c)  The Offeror ddresses a list of configuration management outputs to be generated and 		      	     a description of each product. 


 	d)  The Offeror includes a schedule for performing the configuration management 		      	     process throughout the  contract  and describes how the schedule is linked to actions 		     	     (e.g., audits) and products. 


	e) The Offeror describes a CM process that is linked with the program’s IMP and IMS.  


	f)  The Offeror addresses how the risk management process will be implemented at both 		     	     the prime contractor and major subcontractor levels, including roles and 			     	     responsibilities of individual groups within each organization. 


 	g)  The Offeror addresses how the contractor will monitor the effectiveness of the 			     configuration  management  process, and how the government will access the CM 		     	    plan/procedures, schedules, and the status of configuration management activities.


	h) The Offeror provides a CM budget realistic in view of the size and needs of the 			    respective program.


	


The following standard may only be appropriate for selecting sources for Concept Exploration and Definition,   Dem / Val or Program Definition and Risk Reduction, and EMD contracts.





STANDARD 2:   CONFIGURATION MANAGEMENT FOR TRANSITION.  Describes the required CM milestones necessary to be achieved prior to transition to the next acquisition phase.  The standard is met if:


	a)  The schedule for performing this activity is consistent with and supports the overall 		         	     program and configuration  management schedule.


	b)  The Offeror identifies all significant CM risk areas critical to transition to the next 		       	     acquisition phase and  proposes to achieve quantifiable risk levels that are 			     	    appropriate for entry into the next acquisition  phase.


	c)  The Offeror again describes an  approach which is cost effective, realistic, and 		     	     achievable. 


�
SECTION 3.0	CRITICAL PROCESS EVALUATION AND ASSESSMENT





3.1	Technical Evaluation/Fact-finding and/or Post-Award Assessment Criteria





	Evaluation and assessment of a contractor’s critical processes immediately prior to and/or after contract award is the key to assuring a high level of performance and mutual understanding from the outset.  The typical evaluation criteria listed in this section is provided as an aid in preparing for a Technical Evaluation, to support Fact-finding  missions, and/or to establish a post-award performance baseline from which to later perform Configuration Management compliance assessments as the contract effort continues to evolve.  For the purposes of this section, it has been assumed that CM criteria presented in section 2.4 of this document have been used to generate Configuration Management contract requirements (as documented in the SOO, SOW, etc.) and where the responses have become contractually binding.  (NOTE:  Proposal responses are classically non-binding unless they are submitted as part of a SEMP, PMP, or CM Plan which is to be placed on contract at the time of award.)  Where the decision has been made to tailor those CM requirements, it will be necessary to factor the tailoring decisions into the evaluation criteria presented within this section.  All issues regarding out-of-scope requirements/responsibilities fielded by the contractor should immediately be referred to the Contracting Officer for disposition.





	You will notice that the Configuration Management considerations presented in this section are as applicable to the making of a determination of potential contractor adequacy prior to award as they are to assessing the contractors continued adequacy after an award decision has been made.  Phase-related criteria differences apply mainly to the uniqueness of phase-related products (e.g. documentation only, documentation/hardware/and software) and the level of buyer/customer assurance required to guarantee accuracy prior to either:  1) allowing credit for completion of a program milestone, or 2) acceptance of the end product by the buyer/customer.  


`


 3.1.1	Tech Evaluation/Fact-finding and Post-Award Assessment Criteria for Configuration Management: 	


	


C1	Configuration Management Organization Criteria & Questions:





	The CM organization should be organized with defined responsibilities and sufficient independence and authority to achieve the required CM objectives.  Their organization should assure impartiality, independence, and integrity to achieve their required mission.  The organizational hierarchy should be defined in a published organization chart which is maintained current.  The organization should be project related and adapted to meet the appropriate live cycle stage of the program.  The relationships between activities directly involved in the CM process should be defined (e.g. CM Organizational Members and Interfacing Organizations).  The relationships should be established to ensure the coordination of CM activities with other disciplines.  The authority to approve configuration baselines should be fully defined. The CM System should be documented in a set of policies/procedures which are up to date and subject to document control procedures.  Some method of corporate review for internal policy/procedure compliance should be in evidence and findings of deficiencies retained until corrective action is taken.








Q1	Is there a CM Capability with an associated Organizational Charter in place within the company?  Do general CM Policies/Procedures exist?  Are they available for review?





Q2	Does the organizational charter specifically identify responsibilities, authority issues, and external and internal interfaces?





Q3	Are CM interests organizationally represented  at an adequate corporate/company  level to avoid conflict of interest issues?





Q4	Is there an internal audit function which assures personnel compliance with company CM Policies and Procedures & (if applicable) CM Program Plan?





Q5	Is there a discrete Integrated Product Team (to ultimately include customers) in place to address specific CM issues?  Is CM representation included in associated IPT proceedings?  





Q6	Is an adequate Metrics Program in place to identify process deficiencies or negative trends in the CM areas of responsibility?  Is the data reduced to meaningful measurement useful in maintaining and improving the process?





Q7	Does the CM Organization have personnel adequately trained to perform the requirements of the CM Program being proposed.  Are there any certified personnel (e.g. American Defense Preparedness Association Certification, International Society of Configuration Management Certification)?  (NOTE:  Although CM certification is not currently a government requirement, it is usually an indicator of increased CM proficiency.)  Does an ongoing internal training program exist?  








C2	Configuration Management Program Planning Criteria & Questions:





	The specific program CM effort should be headed by a specified lead person designated by the contractor.  The extent of procedural application to the specific program/project involved should be defined or tailored in a program-specific Configuration Management Plan (CMP).  When available, the CMP should define applicable CM procedures to be used and who will be responsible for their performance.  The CMP should also define the integration of sub-contractor/vendor activities.  Existing policies/procedures should be referenced within the CMP (to avoid duplication) and be available for review by the government, as required.  CM milestones (e.g. design reviews and audits, documentation releases, etc.) should be identified in the respective level of program schedule for visibility and monitoring by the buyer.





Q1	Is a single focal point for responsibility identified for the CM Program effort?





Q2	Is a CM Program Plan available or will one be generated to address unique program effort requirements?  Will it be available for review?  Will it be placed under change control?  Will it be released prior to the start of the CM effort?	





Q3	Have CM milestones (e.g. audits) and baseline establishment points been identified and built into the Program schedule?


   





C3	Configuration Identification Criteria & Questions:





	   Guidance criteria for the selection of Configuration Items (Hardware and Software) should be available.  The criteria should demonstrate an understanding that too many CIs increase cost and too few limit management opportunities.  The main criteria for program specific CI-selection should be evident and should be related to, 1)performance parameters and physical characteristics which can be separately managed to achieve overall end-use item performance, and/or 2)risk, safety, mission success, logistic, or maintenance criticality.   Documentation (e.g. specifications, drawings, manuals) procedures should be specified and be in compliance with program requirements.  Company documentation numbering conventions should be established/identified.  Identification numbering should be unique and address any supplier-unique numbering conventions expected for the program.  Numbering conventions should allow for the identification of hierarchical relationships and any other unique grouping requirements.  An understanding of Configuration Baselines and planning for the establishment of those baselines should be in evidence.  Functional baseline should be established at least by early in the Engineering and Manufacturing phase of the Program.  This classically yields formally released high-level performance documentation usually at a top-level (e.g. System Specification).  Documentation should meet contractual program requirements delineated within the appropriate Contract Data Requirements Listing (DD Form 1423).  The existence and location of Hardware and Software Libraries/Repositories should be defined.  Documentation release procedures and Library/Repository duplication procedures/responsibilities for software and documentation should be clearly defined. 





Q1	Does the company employ a formal system for documentation release and change status reporting?





Q2	Does a controlled company repository or library for master documentation/software exist?





Q3	Are back-up records/documentation maintained in an offsite facility?  If not, what provisions are made to insure traceability in the event of catastrophic loss?


	


Q4	Does the company employ manufacturing documentation separate from the engineering documentation?  If so, what mechanism assures that the two sets of documentation yield an equivalent product?  What mechanism assures the removal of superseded documentation from using organizations?





Q5	Is a unique numbering convention used for engineering/manufacturing documentation?  Does the numbering convention provide a relationship between items and documents?





Q6	Does the identification reflect the source or Cage Code of the preparing activity or the current design activity?





Q7	Can each document be easily associated with the CI configuration and next higher assembly to which it relates and where applicable, to an effectivity or range of serial numbers?





Q8	Will the contractors CM system ensure the availability of documentation matching its representative product (and vice-versa)?





Q9	Can the composition of each System/CI be determined from the configuration documentation?





Q10	If product maintenance will be performed by the government or there is a potential for 	competitive product reprocurement, have detailed engineering drawings/software 	code/users manuals been specified for delivery? 





Q11	Are appropriate configuration baselines established and maintained for Systems and CIs to be controlled by 	the contractor and his subcontractors?  Are the baselines easily determinable?





Q12	Do CIs being developed by different contractors/subcontractors have well defined interfaces?  For 	interfaces external to the contractor, have interface agreements been established to insure and document 	common performance parameters, and compatible physical configuration at the interface margins?





  


C4	Configuration Control Criteria & Questions:





	Provisions for a formal Review Board (e.g. Configuration Control Board) to review and approve controlled documentation, to include the CM Plan, CM procedures, specifications/drawings/manuals, and all proposed changes to them should be in evidence.  Membership criteria and responsibilities should be defined.  Change documentation planned for use on the program should be defined.  Evaluation and approval criteria should be fully defined.  The method of change implementation verification to be used should be clearly defined.








Q1	Is there a formal Release & Change Board  (e.g. Configuration Control Board), or electronic equivalent, in place to review documentation prior to design release, specification authentications, and proposed change actions?





Q2	Does the Change Board chairperson have sufficient authority to commit the resources necessary for change implementation?





Q3	Are all affected organizations represented on the Release & Change Board(s)?





Q4	Are subcontractor/vendor changes monitored and controlled if necessary?  Is there a process to assure CM review prior to RFP and PR issuance to subcontractors/vendors?  





Q5	Are Deviation/Waiver actions controlled?  Is deviant product adequately segregated and identified?





Q6	Do separate Change Boards to address hardware, software, and interface considerations exist?  If so, is visibility of actions taken at one made available to the other?








C5	Configuration Status Accounting (CSA) Criteria & Questions:





	CSA records and management information reports which status the CM process should be in place.  These records, at a minimum, should account for documentation status from its formal release for use up to its current release level (if different from the initial release level).  Information tracked should include identification numbers, title, date, release status, and implementation status.  Available report types and planned frequency of distribution should be identified.  The reports can be computer-based or manual but they should provide, as a minimum, complete listings of baseline documents, listings of configuration items and their baselines, current configuration status, change implementation status.





 


Q1	Does a Status Accounting System exist which provides timely data on documentation releases and all departures from that documentation?  Will government visibility to that data be provided?





Q2	Are as-built product records constructed for each product?  Are they maintained/archived 	in the event they are needed for future reference (e.g. warranty claims, product liability 	issues)?











C6	Configuration Verification & Auditing Criteria





	The contractor should be evaluated on his knowledge of Functional and Physical Audit responsibilities.  Procedures defining CM personnel audit responsibilities.  Audit events may be conducted on a progressive basis, however software and hardware audit plans (if different) must be clearly differentiated.  There should be a defined mechanism to track identified audit discrepancies until they have been closed by the customer.  Audit milestones should be clearly defined on Program Master Schedules.





Q1	Will Functional Configuration Audits (which validate that the product test results meet the performance specification requirements) and Physical Configuration Audits (which validate that the product is adequately represented by design documentation) be performed prior to product acceptance by the buyer?





Q2	If applicable, are Configuration Audit procedures in place and adequate?





Q3	If applicable, is a process in place to capture, status, and close audit discrepancies/action items?
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APPENDIX 1





DEFINITIONS:





For the purposes of this document the following definitions apply.





1.4.1	configuration:  Functional and physical characteristics of a product as defined in technical documents and achieved in the product.





1.4.2	configuration assessment:  Review of current configuration management programs and processes to identify deficiencies, strengths, and potential opportunities for improvement.





1.4.3	configuration audit:  Examination to determine whether a configuration item conforms to its configuration identification documentation.





1.4.4	configuration baseline:  Configuration of a product, formally established at a specific point in time, which serves as reference for further activities.





1.4.5	Configuration Control Board (CCB):  Group of technical and administrative experts with the assigned authority and responsibility to make decisions on the configuration and its management.





1.4.6	configuration control:  Activities comprising the control, evaluation, coordination, approval or disapproval, and implementation of  changes, deviations, and/or waivers to a configuration item after formal establishment of its configuration documents.





1.4.7	configuration identification documents:  Documents (produced on any media) that define the requirements, design, build/production, and verification for a configuration item.





1.4.8	configuration identification:  Activities comprising determination of the product structure, selection of configuration items, documenting the configuration item’s physical and functional characteristics including interfaces and subsequent changes, and allocating identification characters or numbers to the configuration items and their documents.





1.4.9	configuration item (CI):  Aggregation of hardware, software, processed materials, services, or any of its discrete portions, that is designated for configuration management and treated as a single entity in the configuration management process.





1.4.10	configuration management:  Technical and organizational activities comprising:  1)configuration identification; 2) configuration control; 3) configuration status accounting; 4) configuration status accounting.





1.4.11	configuration management plan:  Document setting out the organization and procedures for the configuration management of a specific product or project.





1.4.12	configuration status accounting:  Formalized recording and reporting of the established configuration documents, the status of proposed changes, and the status of the implementation of approved changes.





1.4.13	Continuous Acquisition and Life-Cycle Support (CALS):  DoD and Industry strategy to enable and accelerate, the integration of digital technical information for government system acquisition, design, and support.


  


1.4.13	interface:  Physical or functional interaction at the boundary between configuration items.





1.4.14	specification:  A document that establishes technical performance requirements for products, items, services, materials, and processes, which also includes procedures for meeting those requirements.








APPENDIX 2





1.5	RELATED DOCUMENTS





EIA IS-649	National Consensus Standard for Configuration Management


	


ISO 9000-1	Quality management and quality assurance standards- Part 1:  Guidelines for selection and use.





ISO 9000-2	Quality management and quality assurance standards- Part 2:  Generic guidelines for the 				application of ISO 9001, ISO 9002, and ISO 9003.





ISO 9000-3	Quality management and quality assurance standards- Part 3:  Guidelines for the application of 			ISO 9001 to the development, supply and maintenance of software.





ISO 9001	Quality Systems- Model for quality assurance in design, development, production, installation and 		servicing





ISO 9002	Quality Systems- Model for quality assurance in production, installation and servicing





ISO 9003	Quality Systems- Model for quality assurance in final inspection and test





ISO 9004-1	Quality management and quality system elements- Part 1:  Guidelines





ISO 9004-2	Quality management and quality system elements- Part 2:  Guidelines for services





ISO 9126	Information Technology- Software Product Evaluation- Quality Characteristics and Guidelines for 		their Use





ISO 10006	Quality management- Guidelines on quality assurance for project management





ISO 10007	Quality management- Guidelines for configuration management





ISO 10012-1	Quality assurance requirements for measuring equipment- Part 1:  Metrological confirmation 			system for measuring equipment





ISO 12220-2	Integral life cycle processes- Part 2:  Software configuration management





MIL-STD-498	Software Development and Documentation





MIL-STD-961	Defense Specifications





MIL-STD-973	Configuration Management 





MIL-STD-1840	Automated Interchange of Technical Information





MIL-STD-1556	Government-Industry Data Exchange Program





MIL-STD-2549	(draft)  Configuration Management Data Interface  





MIL-HDBK-59	Continuous Acquisition and Life-Cycle Support Program Implementation Guide





MIL-HDBK-61 	(draft)  Configuration Management Guide  
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